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IDENTIFY VULNERABILITIES, 
RESPOND, REMEDIATE AND 

RECOVER FROM A DATA 
BREACH: using Google Cloud 

Security Command 
Center





Scenario: Cymbal 
Retail Data Breach

• Cymbal Retail runs 170 stores and an online platform in 28 countries, with 
$15B revenue and 80,400 staff. Millions of transactions occur daily, so security 
and compliance are critical.

• Recently, the company suffered a major data breach. As a junior cloud security 
analyst, you will:

• • Identify vulnerabilities in Google Cloud Security Command Center

• • Shut down old VM & create new one from snapshot

• • Restrict public access to storage bucket & enforce uniform access

• • Limit firewall ports and fix firewall rules

• • Run compliance report to verify remediation

• Goal: Contain the breach, recover systems, remediate risks, and ensure 
compliance.
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Scroll down to “Active Vulnerabilities”







Scroll down to PCI DSS3.2.1 and click “View details”
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In the Google Cloud console, in the Navigation menu (      ), click Security > Findings. The Findings page opens.

2

1



12

In the Quick filters panel, scroll down and checkbox “Google Cloud Storage Bucket”



In the Quick filters panel, scroll down to Resource Type section select the checkbox for the Google compute Instance 
resource type and uncheck Google Cloud storage bucket
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In the Quick filters panel, scroll down to Resource Type section , uncheck 
Google compute instance and  check Google Compute firewall, 
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In the Quick filters panel, scroll down to Resource Type section select the checkbox for 
the Google compute firewall resource type
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Alternatively, you can click on the three dot to also stop the VM Instance 
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Create a New VM Instance From a Snapshot



In the Name field, type cc-app-02 & scroll down to Machine type section 
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In the machine Type section select Shared-Core and select e2-medium, click OS and Storage





Click The Drop-Down, Select “cc-app01-snapshot” & “Select”, 
then scroll-down to Identity and API Access, the next slide.
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After step 1&2, Scroll-down and select the drop-down at the front of Advance Options & Networking Section
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In the External IPV4 address Section Click the 
Drop-down Select None & Create
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After entry “cc” scroll-down to Network interfaces 
section, click the drop-down & select default network
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New Virtual Machine “cc-app02” has been Created from the “cc-app01” snapshot. Now stop the new VM
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Scroll down to Security and Access section, select checkbox and click Save
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Click on the arrow until you 
get to VM Instance Interface 
to see the newly created VM



In the Compute Engine menu, select VM Instance, Select the checkbox for the cc-app-02, and 
click Start/ Resume
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Click on the three dots and select delete, to delete the Compromised VM “cc-app-01”
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In the Navigation menu (      ), select Cloud Storage >Buckets. The Buckets page opens. Click the qwiklabs-gcp-
02-71bb6bcdc399_bucket storage bucket link. The Bucket details page opens
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Modify Storage bucket access by switching the access control to 
UNIFORM and remove Permissions for All Users
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In the NAME field type-in “limit-ports”, TARGET TAGS type-in “cc”, Scroll down to 
SOURCE FILTER type-in 35.235.240.0/20, checkbox TCP and type-in 22 in the filed 
under TCP and Click CREATE
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NB: In the Firewall Rule “Restrict SSH access” to only authorized IP from the source network 35.235.240.0/20 to compute instance with the target tag “cc”
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Enable logging for the remaining firewall rules limit-ports (the rule created in a previous task) and default-
allow-internal.  Enabling logging allows you to track and analyze the traffic that is allowed by this rule, 
which is likely to be internal between instances within your VPC
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Select on  and Save, scroll- up and click 
the arrow
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Conclusion Great work!

You have helped the security team 
at Cymbal Bank to mitigate the 

impact of the data breach, address 
the identified vulnerabilities, and 

significantly enhanced the security 
posture of Cymbal Bank’s Google 

Cloud environment.

First, you examined and analyzed 
the vulnerabilities and findings in 
Google Cloud Security Command 

Centre.

Next, you shut the old VM down and 
created a new VM from a snapshot 

taken before the malware infection.

Then, you fixed the cloud storage 
permissions by revoking public 

access to the storage bucket and 
switching to uniform bucket-level 
access control. You also removed 

all user permissions from the 
storage bucket.

Next, you fixed the firewall rules by 
deleting the default-allow-icmp, 
default-allow-rdp, and default-

allow-ssh firewall rules, and 
enabling logging for the remaining 

firewall rules.

Finally, you run a compliance report 
to confirm that the vulnerability 
issues have been remediated.

Remember, as a security analyst it 
is crucial to maintain regular 

security audits and implement 
ongoing monitoring practices for 

continued protection against 
evolving threats and vulnerabilities.



Security Incident 
Report
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