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Task 1. Analyze the
data breach and
gather information




Scenario: Cymbal
Retail Data Breach

Cymbal Retail runs 170 stores and an online platform in 28 countries, with
$15B revenue and 80,400 staff. Millions of transactions occur daily, so security
and compliance are critical.

Recently, the company suffered a major data breach. As a junior cloud security
analyst, you will:

e |[dentify vulnerabilities in Google Cloud Security Command Center
e Shut down old VM & create new one from snapshot

e Restrict public access to storage bucket & enforce uniform access
e Limit firewall ports and fix firewall rules

e Run compliance regort to verify remediation

Goal: Coiitain the breach, recover systems, remediate risks, and ensure
compliance.



1. In the Google Cloud console, in the Navigation menu (=), click
Security > Risk overview. The Security Command Center Overview

page opens.

. Scroll down to Active vulnerabilities. This provides an overview of
current security vulnerabilities or issues that need attention within the

Google Cloud environment.

. Select the Findings By Resourc2 Type tab. The security findings or
vulnerabilities based on the type of cloud resource affected (e.g.,

instances, buckets, databases) are organized. By reviewing active
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Scroll down to “Active Vulnerabilities”
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Scrolldown to PCI DSS3.2.1 and click “View details”
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In the Google Cloud console, in the Navigation menu (), click Security > Findings. The Findings page opens.
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In the Quick filters panel, scroll down and checkbox “Google Cloud Storage Bucket”
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In the Quick filters panel, scroll down to Resource Type section select the checkbox for the Google compute Instance

resource type and uncheck Google Cloud storage bucket
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Task 2. Fix the
Compute Engine
Vulnerabilities
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1
Alternatively, you can click on the three dot to also stop the VM Instance/ 2
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In the machine Type section select Shared-Core and select e2-medium, click OS and Storage
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Click The Drop-Down, Select “cc-app01-snapshot” & “Select”,
then scroll-down to Identity and APl Access, the next slide.
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find what you're looking for? Explore hundreds of VM solutions in Marketplace 2 Boot disk

Public images Custom images Snapshots Archive Snapshots Existing Disks

Select an image or enapshot 1o create a boot disk; or attach an existing disk. Can't
find what you're looking for? Explore hundreds of Vi solutions in Marketplace [£

Operating system
[ Debian

~ Version * . Public images Custom images Snapshots Archive Snapshots Existing Disks
‘ Debian GNU/Linux 12 (bookworm)

%B86/64, amd64 built on 20250812

Snapshot

— Boot disk type *
‘ Balanced persistent disk

—_ —
[ = Fitber [Type to filter - J 1

{ Compare disk types

cc-appl1-snapshot
"‘ j‘g‘”‘“’” ' Created on Aug 20, 2025, 8:15:40 PM, cc-app-01

Provision between 10 and 65536 GB

v Show advanced configuration

W She w . avanced I;ﬁ-:]l'"ﬂi!:_’]l.,.lr’{,‘l'li-:]l'l

Select Cancel




Google Cloud 2* qwiklabs-gcp-04-867¢c17bf76fa [ Search (/) for resources, docs, products, and more

Create an instance 4, Create VM from...

Machine conﬁgur:lion Security

e2-medium, europe-wgst1

0S and storage Identity and APl access @

cc-app01-snapshot Service accounts ()
Service account

Data protection

[ = Filter Filter service accounts
Snapshot schedules

Networking

. Ay ;
1 network interface No service account

Observability

377021291057-compute@developer.gserviceaccount.com

. Qwiklabs User Service Account
Security gwiklabs-gcp-04-867c17bf76fa@qwiklabs-gcp-04-867c17bf76fa.iam.gserviceaccount.com

g Compute Engine default service account

Advanced Confidential VM service @
© Confidential Computing is disabled on this VM i. stz 1ce

Shielded VM (?)

0 Select a shielded image 0 use shielded VM features.

Cancel B Equivalent code




After entry “cc” scroll-down to Network interfaces

section, click the drop-down & select default network In the External IPV4 address Section Click the

Drop-down Select None & Create

. . ) = Go gle Cloud e* qwiklabs-gcp-04-867c17bf76fa ‘ l Search (/) for resources, docs, products, and mc
= Go gle Cloud #* qwiklabs-gcp-04-867¢17bf76fa Search (/) for resources, docs, products, and more
& Create aninstance 4 Create VM from... & Create aninstance +: Create VM from...
IP stack type
e Machine configuration Networking i . YP
e2-medium, europe-west1 2 P * Machine configuration @ IPv4 (single-stack)
3 - e?2-medium, europe-west1
e 0Sand storage Firewall @ P IPv4 and IPv6 (dual-stack)
_ 01- hot Select firewall rules 1o allow specific network traffic from the Internet. Firewall rules will only be applied when an instance is created .
cc-app01-snapsho D] Allow HTTP vaffe e 0Sand storage IPv6 (single-stack)
Data protection - -
’ S T\ t schedul D Allow HTTES waffc cc-app01-snapshot ~ Primary internal IPv4 address
napshot schedules

[J Allow Load Balancer Health Checks — . ‘ Ephemeral (Automatic) - @
1 e Data protection J

¢ Networking

1 network interface Networktags Snapsh01 schedules .
— Network tags Alias IP ranges
- ‘ ee X @ | .
e  Observability e Networking
i <4 Add IP range
o Security Hostname 1 network interface
‘ Hostname ® | - External IPv4 address
e Advanced e Observability 3 —> 1
Set a custom hostname for this instance or leave it default. Choice is permanent = Filter Il'ype to filter
IP forwarding (%) ° Security .
] Enable '(I
None s 2
3: . o Acan ed 3
-~ Edit network interface | (] Ephemeral
— Network * | Reserve static external IP address
| default Jq 1 P R 3

|:| Enable for IPv4
— Subnetwork *

| default IPv4 (10.132.0.0/20) PTR domain name

Cancel [<>] Equivalent code

Network performance configuration

Cancel <2 ] Equivalent code



Google Cloud | &

qwiklabs-gcp-00-6d8119cedc0a

Search (/) for resources, docs, products, and more

Create aninstance
Machine configuration
e2-medium, us-west1

0S and storage
cc-app01-snapshot

Data protection
Snapshot schedules

Networking
1 network interface

Observability
Security

Advanced

‘}: Create VM from...

Security

Identity and APl access (@

Service accounts (3

Service account
[ Compute Engine default service account

To access instances with this service account you need to add the Service Account User role: roles/iam.serviceAccountUser:

Learn more (4

Access scopes ()

(® Allow default access

O Allow full access 1o all Cloud APls
(O Setaccess for each API

Confidential VM service &

& Confidential Computing is disabled on this VM instance
‘ Enable |

Shielded VM (2

[ ] Select a shielded image to use shielded VM features.

Turn on all settings for the most secure confiquration.

Equivalent code

VM instance stopped X

Google Cloud ‘ :

qyiklabs-gcp-00-6d8119cedcla Search (/) for resources, docs, products, and mjpre

Create an instance
Machine configuration
e2-medium, us-west1

0S and storage
cc-app01-snapshot

Data protection
Snapshot schedules

Networking
1 network interface

Observability
Security

Advanced

+: Create VM from...

Security

Identity and APl access (@

Service accounts (@
Service account

[ = Filter Filter service accounts J

Ao canice acoonnt

( Qwiklabs User Service Account
( qwiklabs-gcp-00-6d8119cedcOa@qwiklabs-gcp-00-6d8119cedcla.iam.gserviceaccount.com

[~ COTIDULE CIOME QoTaut SaTvice qecount

535457421436-compute@developer.gserviceaccount.com

Confidential VM service @
@ Confidential Computing is disabled on this VM instance

| Enable |
Shielded VM (%)

©  Select a shielded image to use shielded VM features.

ings for the most secure confiquration.

ancel @ Equivalent code

VM instance stopped X




New Virtual Machine “cc-app02” has been Created from the “cc-app01” shapshot. Now stop the new VM

-~ | ) - J | t ) - ) | ) | T _ N - -
EE:IE Compute Engine VM instances & Import VM C Refresh @ Learn
B  Overview Instances Observability Instance schedules
@  Security risk overview X 1 B Stop 11 Suspend ) Reset ) Create a group based on this vm More actions ~ 2
Virtual machines ~ —_
= Filter Enter property name or value @ m
B VMinstances B Status Name 4 Zone Recommendations In use by Internal IP External Connect
[El  Instance templates O o cc-app-01 europe-west1-c 10.132.0.2 :
{nic0) _ 1
B  Soletenant nodes . -
cc-app-02 europe-west1-d 10.132.0.4 SSH v H
El  Machine images (nic0)
™  TPUs
Related actions .
8 Committed use discou... A Hide
[E  Reservations ) . . _
©® Fix data protection gaps il: Monitor VMs = Explore VM logs
&F  Migrate to Virtual Mach... m View outlier VMs across metrics like View, search, analyze, and download
Storage . Assess data protection gaps at no CPU and network VM instance logs
9 cost. You can use the Backup and DR
a Disks Service to configure VM backups with
backup vault storage.
¥  Marketplace
[E  Release Notes . .
&2 Set up firewall rules 5 Patch manageme..t 4+ Load balance between VMs

ranteal traffie tn and fram o VR4 Qrhadula natrh 1indar e ane viewr ra




Stop cc-app-02?
You'll be billed only for these preserved resources:

= Persistent disks

= Static IP addresses

The VM will shut down. If processes are still running, the VM will be forced to
stop and files may get corrupted.

|:| Skip graceful shutdown (if applicable)




E[E]E Compute Engine

2
)

Virtual machines

A VMinstances

[E  Instance templates

B  Soletenant nodes

=] Machine images

R TPUs

Committed use discou...

[Z] Reservations

&F  Migrate to Virtual Mach...
Storage

B Disks

¥  Marketplace

[E  Release Notes

<l

Google Cloud

Overview

Security risk overview

Related actions

® Fix data protection gaps

Assess data protection gaps at no
cost. You can use the Backup and DR
Service to configure VM backups with
backup vault storage.

£ Setup firewall rules
Control traffic to and from a VM
instance

2* qwiklabs-gcp-04-867¢17bf76fa ‘ ‘ Search (/) for resources, docs, products, and more
VM instances i Import VM C Refresh
Instances Observability Instance schedules
X 1 W Stop 11 Suspend ) Reset
= Filter Enter property name or value
B Status Name 4 Zone Recommendations
|:| (w) cc-app-01 europe-westl-c
(] cc-app-02 europe-west1-d

ils Monitor VMs
View outlier VMs across metrics like
CPU and network

=3 Patch marager ient
Schedule patc.: ur dates and view
patch compi’=.ice on VM instances

&, Create a group based on this vm

In use by Internal IP External

10.132.0.2
(nico)

10.132.0.4
(nico)

= Explore VM logs
View, search, analyze, and download
VM instance logs

+r Load balance between VMs
2
Set up Load Balancina for vour

Q Search ‘ * @ ® :

® Learn

More actions ~

Connect

SSH

®

A Hide

QO =

Get s
Engir
Deploy
and res
secure
Creat
]
= C
1%
Stop
Suspend
) Reset
Configure data
protection
Delete

Create a group
based on this

w

View network
details




Go gle Cloud 2* qwiklabs-gcp-04-867¢17bf76fa

[ Search (/) for resources, docs, products, and more

QSearch

+ 800 :

{EF Compute Engine 1} & cc-app-02 /' Edit Create machine image

[E  Overview
Details Observability 0OS Info Screenshot
@  Security risk overview

Virtual machines ~
Connecting to serial ports is disabled )
A VMinstances

E  Instance templates Logs
B  Soletenant nodes Logging
Serial port 1 (console)
B Machine images
Vv Show more
&R TPUs
A Committed use discou... Basic information
B Reservations Name cc-app-02
Instance Id 1598572369470552387
&F  Migrate to Virtual Mach... Description None
Storage N Type Instance
Status © Stopped
[ Disks R .na- .~
Creation time Aug 20, 2025, 11:09:50 PM UTC+01:70

¥  Marketplace Location (%) europe-west1-d
[  Release Notes

@ Equivalent code




Scroll down to Security and Access section, select checkbox and click Save

Google Cloud ‘

o* qwiklabs-gcp-04-867c17bf76fa ‘ ‘ Search (/) for resources, doc

EE:E Compute Engine J <  Edit cc-app-02 instance

[z Overview Bas|c |nf0rmat|0n = Go gle Cloud s* qwiklabs-gcp-04-867c17bf76fa ‘ ‘ Search (/) for resources, doc
@  Security risk overview EEF ; “+ cceapn-02 |
Instance ID 1598572369470552387 ComputeEngine & & Editcc-app-02instance
Virtual machines -~ Status © Stopped — R
Ej] Overview
Creation time Aug 20, 2025, 11:09:50 PM :
E VM instances UTC+01:00 Q@  Security risk overview Secunty and access
2 Instance templates Zone europe-west1-d Virtual machines ~ Shielded VM @
i i Turn on all settings for the most secure configuration.
o s ; Reservation Automatically choose B VM instances g ¢
ole-tenant nodes C = v . . b >
onfidential VM service Disabled —>
@ @  Instance templates |:| Turn on Secure Boot (2) 2
El  Machine images TurnonvIPM @
B  Soletenant nodes ) o
Rename Turn on Integrity Monitoring  (2)
) TPUs _ VM instance name * E  Machine images
- - cc-app-02 - SSH Keys
Committed use discou.. ‘ °P _ TR These keys allow access only to this instance, unlike project-wide SSH keys
& Tip: Reference the VM by its URI in API calls and gcloud CLI commands to make sure Committed use discou... more 3
Reservations your project isn't affected by any name changes. Learn more (£
[E  Reservations |:| Block project-wide SSH keys
. . When checked, project-wide SSH keys cannot access this instance. Learn more [£
&} Migrate to Virtual Mach... Remote access (?) $  Migrate to Virtual Mach
igrate to Virtual Mach...
Storage A |:| Enable connecting to serial ports Storage ~
o Disks B3 Disks
W  Marketplace Labels @ ¥ Marketplace Identity and APl access (D
| Manage labels ‘ E Release Notes Service accounts @
=t  Release Notes > 3



Go gle Cloud s* qwiklabs-g¢p-04-867c17bf76fa Search (/) for resources, docs, produc

E|E|E Compute Engine 4 < Edit cc-app-02 instance

E  Overview . Click on the arrow until you
@  Security risk overview Security and access get to VM Instance Interface
Virtual machines ~ Shielded VM (® to see the newly created VM

i Turn on all settings for the most secure configuration.
= | VM instances

Turn on Secure Boot (®)
Tum onvTPM @

Instance templates

E

n Sole-tenant nodes ) o
Turn on Integrity Monitoring (&

E

Machine images

SSH K
& TPUs eys

These keys allow access only to this instance, unlike project-wide SSH keys. Learn
%% Committed use discou... more £
= Reservations |:| Block project-wide SSH keys

When checked, project-wide SSH keys cannot access this instance. Learn more [
&F  Migrate to Virtual Mach...

Storage ~

[ + Add item

8 Disks

¥  Marketplace Identity and APl access (7

& Release Notes Service accounts (3)

o —




In the Compute Engine menu, select VM Instance, Select the checkbox for the cc-app-02, and
click Start/ Resume

= Go gle Cloud ‘ &* qwiklabs-gcp-04-867¢c17bf76fa H Search (/) for resources, docs, products, and more

O\Search‘ + [ ©)

VM instances

EEIE Compute Engine 4 C Refresh

K Create instance & Import VM

Instances Observability Instance schedules

B  Overview

@  Security risk overview X 1 p Start/Resume Yy Create a group based on this vm More actions ~

Virtual machines .
= Filter Enter property name or va ®

B VMinstances B Status

U o

Sole-tenant nodes E’

Name 4 Zone Recommendations In use by Internal IP External Connect

Instance templates 10.132.0.2

(nic0)

cc-app-01 europe-west1-c

(n) cc-app-02 10.132.0.4
Machine images (nic0O)

europe-west1-d

TPUs

Related actions
Committed use discou...

> 1

Reservations

Migrate to Virtual Mach...

Storage

g

Disks

Marketplace

© Fix data protection gaps

Assess data protection gaps at no
cost. You can use the Backup and DR
Service to configure VM backups with
backup vault storage.

ili Monitoy, Vi 1s

View outi.=r '.'Ms across metrics like
CPU an.' .ietwork

= Explore VM logs
View, search, analyze, and download
VM instance logs




Start cc-app-02?

You'll be charged for running this VM according to its configuration.

Cancel




Click on the three dots and select delete, to delete the Compromised VM “cc-app-01~

]

Google Cloud

Q search ‘ * @ ® :

E:IE Compute Engine

[E]  Overview

@  Security risk overview

i

irtual machines ~

B VMinstances

Instance templates

B  Soletenant nodes
E Machine images
R TPUs

e* qwiklabs-gcp-04-867¢17bf76fa ‘ ‘ Search (/) for resources, docs, products, and more
VM instances R Create instance & Import VM C Refresh
Instances Observability Instance schedules
X 1 p Start/Resume W Stop 11 Suspenc ) Reset
= Filter Enter property name or value
B Status Name 1 Zone Recommendations
(u) cc-app-01 europe-west1-c
O e cc-app-02 europe-west1-d

A Committed use discou...

2] Reservations

&F  Migrate to Virtual Mach...

torage ~

B Disks

W Marketplace

=t  Release Notes

Related actions

© Fix data protection gaps

Assess data protection gaps at no
cost. You can use the Backup and DR
Service to configure VM backups with
backup vault storage.

8 Qat nim Arawall milae

il: Monitor VMs
View outlier VMs across metr s ' ke
CPU and network

4 Create a group based on this vm More actions =

$-
Ge
Enc¢
Depl
and
sect
Cre

L L]

@ m
In use by Internal IP External Connect

10.132.0.2 SSH e
nicO
(—) Morg
10.132.0.4 SSH ~
(nico)

A Hide

= Explore VM logs
View, search, analyze, and download
VM instance logs

Resume

p Start/ '

Configure dai

protection
Delete

a | Aasd halanca hatwiaan \Ike

Create a grou
based on this

v




Delete cc-app-01?7

Are you sure you want to delete instance cc-app-017?
This will delete boot disk cc-app-01

The VM will shut down. If processes are still running, the VM will be forced to
stop prior to deletion and files may get corrupted.

|:| Skip graceful shutdown (if applicable)

Cance

ervice to configure VM backups with

backup vault storage,
Marketplace




Google Cloud

#* gwiklabs-gcp-00-6d8119cedcla ‘

E  Overview
@  Security risk overview
Virtual machines ~

A VMinstances

El  Instance templates

B Soletenant nodes

El Machine images

& TPUs

Committed use discou...
B Reservations

Storage ~
B Disks
B  Storage Pools

| C

Marketplace

il
+

Release Notes

EE:IE Compute Engine 2

&= Migrate to Virtual Mach...

VM instances

Instances Observability

VM instances

= Filter Enter property name or value

[J Status Name
] cc-app-02

Related actions

@ Fix data protection gaps
Assess data protection gaps at no
cost. You can use the Backup and DR
Service to configure VM backups with
backup vault storage.

{23 Patch management
Schedule patch updates and view
patch compliance on VM instances

B Create instance & Import VM

Instance schedules

‘ Search (/) for resources, docs, products, and more QSearch
( Refresh
Zone Recommendations In use by Internal IP External IP Connect
us-west1-b 10.138.0.4 (nic0) SSH -

il Monitor VMs
View outlier VMs across metrics like
CPU and network

+r Load balance .»e*ween VMs
&
Set up Loaa Sa'ancing for your

applications as your traffic and users
grow

= Explore VM logs
View, search, analyze, and download
VM instance logs

Instance deleted X

EE Set up firewall rules
Control traffic to and from a VM
instance

EL L



Task 3. Fix Cloud

Storage Bucket
Permissions ‘




In the Navigation menu (=), select Cloud Storage >Buckets. The Buckets page opens. Click the qwiklabs-gcp-
02-71bb6bcdc399 bucket storage bucket link. The Bucket details page opens

8=

Billing

1AM & Admin

Marketplace
API  APIs & Services
Vertex Al
Compute Engine

Kubernetes Engine

Cloud Storage .
Overview

Monitoring

&
®

© &

BigQuery
Settings

Monitoring

A

Storage Intelligence

)) Cloud Run Insights datasets

3% VPC Network Q Configuration

- -

View all products



= Go gle Cloud &* qwiklabs-gcp-04-867c17bf76fa H Search (/) for resources, docs, products, and more Q search ‘ * El @ (

I I Cloud Storage [ Buckets Bl Create  C Refresh @ Go to path ‘
E] Overview = Filter Filter buckets
i Buckets |:| Name I Created Location type Location Default storage class
44 Monitoring |:| gwiklabs-gcp-04-867c17bf76fa_bucket Aug 20, 2025, 8:17:11 PM Region europe-west1 Standard
£  Settings

Storage Intelligence A

5]  Insights datasets

{3 Configuration

W Marketplace

[E  Release Notes




x o 8 [

2

Google Cloud |

Cloud Storage

Overview
Buckets
Monitoring

Settings

Storage Intelligence

|
O

W

Insights datasets

Configuration

Marketplace

e* qwiklabs-gcp-00-6d8119cedcla | ‘ Search (/) for resources, docs, products, and more | Q_ Se:

a &  Bucket details

o qwiklabs-gcp-00-6d8119cedcOa_bucket

A Public to internet: This bucket is publicly accessible because allUsers or allAuthenticatedUsers have one or more permissions. Remove these principals

Location Storage class  Public access Protection
-~ us-west1 (Oregon)  Standard A Publicto internet  Soft Delete

Objects Configuration Permissions Protection Lifecycle Observability m Inventory Reports Operations
Public access Access control
A\ Public to internet Fine-grained: Object-level ACLs enabled
One or more bucket-level permissions grant access to everyone Access to objects can be granted through object access control
on the internet (allUsers) or anyone signed into a Google lists (ACLs). To enforce a single set of permissions on the
account (allAuthenticatedUsers). If this bucket should ri~t he bucket and its objects, switch to uniform bucket-level access
publicly accessible, remove these public permissic:.. . revent control. Learn more (4

public access to this bucket. Learn more (4

24_ Switch to uniform
Prevent public access




GODg|E Cloud s* qwiklabs-gcp-04-867¢17bf76fa H Search (/) for resources, docs, p~ = Q’) @

=5 CloudStorage B &  Bucket details fresh |
[E  Overview In| qwiklabs—gcp—04—867c:1 7'
@  Buckets _ o

A Public to internet: This bucket is pu

Monitorin to stop public access. ) .
ff ? Prevent public access to this bucket?
: Edit access Dismiss
£ Settings You are about to revoke all public access to the bucket qwiklabs-gcp-04-
. . 867c17bf76fa_bucket and its objects. This action:
storage Intelligence ~ Location Storage . ‘ . .
) * Overrides access granted to allUsers (including allAuthenticatedUsers) at
[z]  Insights datasets europe-west1 (Belgium)  Standa both the bucket and object levels
£y Configuration * Restricts public sharing of existing and future resources
Objects Configuration * Does not impact individual user permissions

= 1S

k.

A This setting overrides public access on existing objects. Make sure none
of your workloads will be interrupted by enforcement of this policy. Learn
more about this setting (2

Public access

A\ Public to internet

2 < Confirm
on the internet (allUsers) or anyon.
1< account (allAuthenticatedUsers). If |
publicly accessible, remove these pub,
Marketplace public access to this bucket. Learn more

Release Notes

Prevent public access




Modify Storage bucket access by switching the access control to

UNIFORM and remove Permissions for All Users

=3 Cloud Storage

[ Overview
@  Buckets
&1  Monitoring
@ Settings

Storage Intelligence
[E]  Insights datasets

{}  Configuration

W Marketplace

E/  Release Notes

J ! S -
& Bucket details ®Gotopath (¥ Refresh | ®Learn
1 qwiklabs-gcp-04-86/c17bf/76fa_bucket
Location Storageclass  Publicaccess  Protection
europe-west1 (Belgium)  Standard Not public Soft Delete
Objects Configuration Permissions Protection Lifecycle Observability m Inventory Reports Operations

Public access

Not public

This bucket is not publicly accessible since public access is
being prevented. Because of this restriction, objects cannot be
publicly shared over the internet. Learn more (4

Principals restricted from bucket access:

allUsers, allAuthenticatedUsers

Remove Public Access Prevention

Permissions

View by principals View

Public access is prevented for this bucket

+8 Grant access

Access control

Fine-grained: Object-level ACLs enabled

Access to objects can be granted through object access control
lists (ACLs). To enforce a single set of permissions on the
bucket and its objects, switch to uniform bucket-level access
control. Learn more 4

Switch to uniform .

<

Edit access control

Choose how to control object access in this bucket.

O |Uniform

Ensure uniform access 1o all objects in the bucket by using only bucket-level
permissions (IAM). This option becomes permanent after 90 days. Learn more [£

@ Fine-grained
Specify access to individual objects by using object-level permissions (ACLs) in
addition to your bucket-level permissions (IAM). Learn more [4

Cancel




Edit access control

Choose how to control object access in this bucket.

@ Uniform

Ensure uniform access to all objects in the bucket by using only bucket-level
permissions (IAM). This option becomes permanent after 90 days. Learn more [£

O Fine-grained
Specify access to individual objects by using object-level permissions (ACLs) in
addition 1o your bucket-level permissions (IAM). Learn more [

A Uniform access control removes object ACLs from this
bucket. This will revoke object access for users who rely
solely on ACLs for access unless you add their permissions
to the bucket’s IAM policy. Learn more [

dd project role ACLs to the bucket IAM policy
his ensures that users who rely on project owner, edito. an. viewer roles to

access the bucket'’s objects won't lose access.

1




= Google Cloud 2* qgwiklabs-gcp-04-867¢17bf76fa H Search (/) for resources, docs, products, and more Q search ‘ + @ ®

(s I

E Cloud Storage i < Bucket details ® Gotopath  C Refresh (E39
ng¢
E] Overview allusers, allAuthenticatedUsers Dep
Remove allUsers and
W Buckets Remove Public Access Prevention sect
Are you sure you want to remove allUsers? They will lose all non-inherited roles
%  Monitoring on this resource. Cre
&  Settings Permissions &
Storage Intelligence ~ View by principals View by roles Cancel Confirm
[£]1  Insights datasets
+8 Grant access -% Remove accesf
{3}  Configuration
= Filter Enter property name or value @ m ©
E Type Principal 1 Name Role Inheritance
O @ 377021291057 @cloudbuild.gserviceaccount.com Legacy Cloud Build Service Account % qwiklabs-gcp-04-867c17bf76fa
Cloud
Build
Service =
Account
@
Oz allUsers .‘torage Legacy Bucket Reader Va
s
¥ Marketplace L] 2= Editors of project: qwiklabs-gcp-04-867¢17bf76fa Storage Legacy Bucket Owner rd
E  Release Notes O == Owners of project: gwiklabs-gcp-04- Storage Legacy Bucket Owner rd ©




Task 4. Limit

Firewall Ports
Access ‘




Marketplace

APls & Services

Vertex Al
VPC networks

Compute Engine IP addresses

Kubernetes Engine Internal ranges

Bring your own IP

Firewall

Security Routes

Cloud Storage

BigQuery VPC network peering

Shared VPC

# © & Il & &

Monitoring
Serverless VPC access

Cloud Run Packet mirroring

VPC Network

SQL

V

VPC Flow Logs

o I

?

Google Maps Platf...



= Go gIeCIoud #* qwiklabs-gcp-04-867¢17bf76fa Search (/) for resources, docs, products, and more Q search —*— E] @ @ ‘

Network Security [} Firewall policies EY Create firewall policy [y Create firewall rule ‘ ® Learn

Cloud Armor ~

DDoS Dashboard

Get started with real-time analytics
Cloud Armor policies
@ Use Network Intelligence Center for comprehensive monitoring and troubleshooting. Learn more (2

S

=  Adaptive Protection o
+ Visualize your network resources
®  Cloud Armor Service Tier + Diagnose and prerent connectivity issues
Cloud IDS N v View packet los * ar d latency metrics

v Keep ynu. Dic wall rules strict and efficient
Il DS Dashboard

E  1DS Endpoints Ty ow[Z Remind me later

@&  IDSThreats

Cloud NGFW ~ You don't have required permissions:

. * compute.organizations.listAssociations
Ij!  Dashboard ‘ o . ) )
to view the firewall policies inherited by this project.

=2 Firewall policies

@&  Threats VPC firewall rules

Firewall rules control incoming and outgoing traffic to an instance. By default, all

E  Firewall endpoints ) ) )
incoming traffic to your network is blocked. Learn more (2

Secure Web Proxy ~
Note: App Engine firewalls are managed in the App Engine Firewall rules section [4

<l



@ Network Security 4

[ Secure Web Proxy

>loud Armor

%)  Cloud Armor policies
=4  Adaptive Protection

®  Cloud Armor Service Tier

loud IDS
Ij!  1DS Dashboard

& IDS Endpoints
&  IDSThreats

>loud NGFW

Il Dashboard

EE  Firewall policies

& Create a firewall rule

Firewall rules control incoming or outgoing traffic t
traffic from outside your network is blocked. Learn

[ Name *

Lowercase letters, numbers, hyphens allowed

In the NAME field type-in “limit-ports”, TARGET TAGS type-in “cc”, Scroll down to
SOURCE FILTER type-in 35.235.240.0/20, checkbox TCP and type-in 22 in the filed
under TCP and Click CREATE

Network Security nl < Create a firewall rule

| None

Description

Logs

Turning on firewall logs can generate a large number o
Logging. Learn more [

O on

@ off
Targets
Specified targeat tags

Targel tags *

Lec @

Secure Web Proxy

~ Destination filter
l None

Cloud Armor policies
Protocols and ports @

Adaptive Protection O Allow all

TN, © A (@ sSpecified protocols and ports
. o>

TCP

Ports

£.g. 20, 50U-00

IDS Endpoints ] vopr

PV risnpis -

Source IPvd ranges *
n For exampie, 0.0.000/0, 192.168.2.0/24

IDS Threats Ports

E.g. all

——Other

Protocols

Firewall policies Separate multiple protocols by com

v omoenne | I |

NB: In the Firewall Rule “Restrict SSH access” to only authorized IP from the source network 35.235.240.0/20 to compute instance with the target tag “cc”



Task 5. Fix Firewall
Configuration

Challenge: Customize firewall rules & Enable Logging



Delete the default-allow-icmp, default-allow-rdp, and default-allow-ssh firewall
rules. These rules are overly broad and by deleting them, you'll allow for a more secure
and controlled network environment.

By deleting these rules, you have restricted access to these protocols, limiting the
potential for unauthorized access attempts and reducing the attack surface of your

network.
@ Network Security 2 Firewall policies CREATE FIREWALL POLICY CREATE FIREWALL RULE ®\ LEARN
C REFRESH = CONFIGURE LOGS W DELETE o 4
.r  Secure Web Proxy
= Filter Enter property name or value (2] m
Cloud Armor A
D Name Type Targets Filters Protocols / ports Action Priority Network 4
%)  Cloud Armor policies
D limit-ports Ingress cc IP ranges: tcp:22 Allow 1000 default v 3
&4  Adaptive Protection [l default Ingress Apply to all IP ranges: icmp Allow 65534 default v
allow-
@  Cloud Armor Service Tier icmp
O default Ingress Apply to all IP ranges tcp:0-65535 Allow 65534 default v
Cloud IDS A ) =
allow udp:N-65535
wternal
Ij!  IDS Dashboard L N > 2
D default Ingress Apply to all @IP ranges: *2p:3389 Allow 65534 default v
B IDS Endpoints allow-rdp R 1
D default Ingress Apply to all IP rang @s: tcp:22 Allow 65534 default v
& IDS Threats
allow-ssh
Cloud NGFW A
Ij!  Dashboard Network firewall policies

— ; G Firewall policies let you group several firewall rules so that you can update them all at

== Firewall policies :

= once, effectively controlled
2




Cloud e® qwiklabs-gcp-04-867c17bf76fa Compliance

; Network Security 2 Firewall policies Create firewall policy Create firewall rule

Cloud Armor

DDoS Dashboard ©  SMTP port 25 disallowed in this project. Learn more @

Cloud Armor policies

Adaptive Protection C Refresh = Configure logs B Delete

Cloud Armor Service Tier = Filter Enter propert

Cloud IDS Delete 3 firewall rules?

Name T ‘ocols / ports Action

i! IDS Dashboard limit-ports Are you sure you want to delete 3 firewall rules? 22 Allow

E  IDS Endpoints default- b Allow
allow-

€4  IDS Threats icmp

Cancel

default- Ingress Apply to all IP ranges: tcp:0-65535 Allow
allow- udp:0-65535

Dashboard internal icmp

default- Ingress Apply t¢ ail IP ranges: tcp:3389
allow-rdp

Cloud NGFW

Firewall policies

Threats ™ default- Ingress ApHly to all IP ranges: tcp:22

allow-ssh
Firewall endpoints

Secure Web Proxy
Network firewall policies




Enable logging for the remaining firewall rules limit-ports (the rule created in a previous task) and default-
allow-internal. Enabling logging allows you to track and analyze the traffic that is allowed by this rule,
which is likely to be internal between instances within your VPC

@ Network Security Firewall policies CREATE FIREWALL POLICY CREATE FIREWALL RULE ¥ LEARN
C REFRESH = CONFIGURE LOGS @ DELETE
' Secure Web Proxy
= Filter Enter property name or value () m
Cloud Armor A
U Name Type Targets Filters Protocols / ports Action Priority Network 4
%)  Cloud Armor policies
D Ingress cc IP ranges: tcp:22 Allow 1000 default v
&%  Adaptive Protection O  default- Ingress Apply to all IP ranges: 1cp:0-65535 Allow 65534 default v
allow- udp:0-65535
@ Cloud Armor Service Tier internal |Cmp
Cloud IDS A
Ij! DS Dashboard Network firewall policies
Firewall policies let you group several firewall l@ies so that you can update them all at
E  IDSEndpoints once, effectively controlled by Identity and Access Management (IAM) ro. s. _earn more
e
&  IDSThreats
\cbud NGFW A i /
Il Dashboard = Filter (2] m

Z5  Firewall policies [J  Policyname 4
No rows to display




@ Network Security £ < Firewall rule details 7 EOyT

B Secure Web Proxy

limit-ports
Cloud Armor ~
Description
i i i * EDIT @ DELETE -
@ Network Security 4 |I & | Firewall rule details / Gl ©  Cloudamncspoliciee
_—a -
B Secure Web Proxy — 1 &5  Adaptive Protection o
I|m|t-ports Turning on firewall logs can generate a large number of I
®) Cloud Armor Service Tier ing_L earn more [3
Cloud Armor A On
Logs ©
| | Off
@ Cloud Armor policies off Gl K8 = O
view in Logs Explorer k
. 13! DS Dashboard Network
7 Adaptive Protection
= P Network o
dateuk < IDS Endpoints
®  Cloud Armor Service Tier oy Priority *
. & IDS Threats i 1000
Priority
Cloud IDS A Priority can be 0 - 65535
1000 Cloud NGFW ~
Ij!  IDS Dashboard Direction
Direction Ij1  Dashboard Ingress
E DS Endpoints Ingress
Cloud IDS Ports
| h Action on match
%  IDSThreats e I3!  IDS Dashboard E.g. all
Cloud NGFW A : [] other
Targets &= IDS Endpoints
Il Dashboard Target tags o Protocols
L IDS Threats ‘
22 Firewall policies Separate multiple protocols
Cloud N v DISABLE RULE

Firewall policies



@ Network Security 4 Firewall policies CREATE FIREWALL POLICY CREATE FIREWALL RULE

VU Tirewall rulies

U Secure Web Proxy Firewall rules control incoming or outgoing traffic to an instance. By default, incoming
traffic from outside your network is blocked. Learn more [
Cloud Armor
Note: App Engine firewalls are managed in the App Engine Firewall ru
'(4) Cloud Armor policies

6%  Adaptive Protection ©@  SMTP port 25 disallowed in this project. Learn more

0, Cloud Armor Service Tier
! REFRESH

Cloud IDS
” = Filter
Ij!  IDS Dashboard

Name Type Targets Filters Protocols / ports Action Priority

(5] IDS Endpoints
mit-ports Ingress cc Qj IP ranges tcp:22 Allow 1000

@ IDS Threats default- Ingress Apply to all

IP ranges tcp:0-6553¢ Allow 65534
udp:0-65535

Cloud NGFW internal icmp

Dashboard
Network firewall policies

Firewall policies let you group several firewall rules so that you can update them all at
once, effectively controlled by Identity and Access Management (IAM) roles. Learn more

Firewall policies




Select on and Save, scroll- up and click
the arrow

) Network Security 4 & |Firewall rule details /" EoIT

Already In the edit

@ Network Security 4 & Firewall rule details /' EDIT | & DELETE

Secure Web P .
SRR default-allow-internal

- Description
Allow internal traffic on the default network

B Secure Web P .
G Secum el Py default-allow-internal

1d Armor

Cloud Armor

Description

@ Cloud Armor policies Allow internal traffic on the default network

Logs
L © AdaptveProtection 4 R
4  Adaptive Protection 0gs Turning on firewall logs can generate a large number of logs which

off i 2
Cloud Armor Service Tier Lopging 2.eam marals

®  Cloud Armor Service Tier view inLogs ENO Q On
Netwon. 1d DS O off
default

Cloud IDS
| IDS Dashboard Network

IDS Dashboard default
Priority arau
IDS Endpoints

IDS Endpoints 65534 - Priority *

IDS Threats 65534
Priority can be 0 - 65535

IDS Threats Direction
Ingress

1d NGFW
Direction

Actiol tch
n on matc | Dashboard Ingress

Allow

Firewall policies Action on match

Allow
SAVE




Task 6. Verify

Compliance '



\ 4
=3

-
= \GO gle Cloud ®* Q@ SECURITY COMMAND CENTER
= Go gle Cloud | 8¢ qwiklabs-gep-04-867¢17bf76fa Compliance X | QSearch ‘ 4
Risk Overview
©® 1AM &Admin [
Threats z Compliance Overall, are you satisfied with
@,
g Marketplace R Vulnerabilities
» . >3
4 Vertex Al A& > Compliance - Review your compliance with the security standards on this page. For more information about your complianc
Assets standard.
{8} ComputeEngine & >
Findings
@ Kubernetes Engine & > Sources
NIST 800-53 RS (2] NIST CSF 1.0
= Cloud Storage 2 N Posture Management
@  BigQuery § x| TP AN 68% pass'ng View details 63% passing View
Google SecOps
n VPC network R >
reCAPTCHA Enterprise
)»  Cloud Run 1 Web Security Scanner OWASP 2017 2 OWASP 2021
€ sa 2 Risk Manager P
Binary Authorization > 9 100% passing View details 100% passing View
e Securty ' @dvlsory Notifications
9 Google Maps Plat... cess Approval
~
PCIDSS 3.2.1 (2] PCI DSS 4.0
— = ——]

90% passing View details 52% passing View




= GoogleCloud | 2 qwiklabs-gcp-00-6d8119cedcOa

[ Search (/) for resources, docs, products, and more Q Search

+ 200 : @

e Security R ¢  Compliance detail X Settings | ® Learn
1o view the state of your controls over time.
Security Command Ce... ~
100%
! Risk Overview
@  Threats
A, Vulnerabilities 50%
gis Compliance
o8 Assets
0
UTC+1 Aug 14, 2025 Aug 21, 2025 Aug 28, 2025 Sep 4, 2025
€&  Findings
=  Sources
= Filter Enter property name or value @
8% Posture Management
c Control 4 Status Rule @ Severity Findings Resources scanned
Detections and Controls ~
P 114 & Compliant 0
©  Google SecOps » 115 @ Compliant 0
reCAPTCHA b 1.2 Compliant 0
© p
P 122 & Compliant 0
@  Web Security Scanner
b 1.3 Compliant 0
¥  Marketplace © ?
P 132 & Compliant 0
E  Release Notes b 134 @ Compliant
<l b 1.3.7 & Compliant S sfully updated firewall rule "default-allow-internal”.

k. La T | - [H e




e Security a & Compliance detail £ SETTINGS

2V /0
Security Command Center A of controls passed (35 out of 39) 31 total findings

e
1! Risk Overview

©®  Threats
= Filter Enter property name or value

J,  Vulnerabilities

Rule Severity J/ Findings Controls
gis Compliance VPC Flow logs should be Enabled for every subnet in VPC Network (1] Low 29 10.1 10.2
L3
o8  Assets Basic roles (Owner, Writer, Reader) are too permissive and should not be used @ Medium 1
@  Findings An egress deny rule should be set (1] Low 1
= Sources All apps must have a valid firewall audit label. Check the app's firewall and add a label B Low 0 114
- with the format "pci-dss-firewall-audit: “pci-dss-2022q1"" where the suffix is
{Year}q{Quarter).

8%  Posture Management ..

Detections and Controls PN network-controls and add an ‘network-controls/date’ annotation with the schema
j!!!!-MM-DD[.

Cannot use a namespace in the cluster without a NetworkPolicy. Add a NetworkPolicy m Low 0
to your namespace.

¥  Marketplace

7.1.2
72
Every app in the cluster requires a "network-controls/date’ annotation. Check the app’s E] Low 0




Next, you fixed the firewall rules by
deleting the default-allow-icmp,
default-allow-rdp, and default-
allow-ssh firewall rules, and
enabling logging for the remaining
firewall rules.

Then, you fixed the cloud storage
permissions by revoking public
access to the storage bucket and
switching to uniform bucket-level
access control. You also removed
all user permissions from the
storage bucket.

Finally, you run a compliance report
to confirm that the vulnerability
issues have been remediated.

Remember, as a security analyst it
is crucial to maintain regular
security audits and implement
ongoing monitoring practices for
continued protection against
evolving threats and vulnerabilities.




Security Incident




Cymbal

Security Incident Report
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Executive summary

Cymbal Retail recently faced a major data breach caused by misconfigured cloud resources, outdated systems, and weak
firewall rules. The incident highlighted how critical it is to secure cloud environments to protect sensitive data, maintain
customer trust, and ensure compliance. The breach required urgent containment, system recovery, and remediation efforts
to secure the environment and prevent future attacks.



Investigation
A comprehensive investigation was conducted to determine the nature and extent of the compromise. The iv.owing findir
were identified:
1. Malware infection:
Forensic analysis confirmed the presence of malware on the compromised VM. The specific type and variant of the malws
were identified through in-depth analysis, providing insights into the attacker's techniques and potential motivations.
2. Unauthorized access:

Evidence revealed that the attacker gained unauthorized access to the compromised VM by exploiting open RDP and S!
services. The access logs and network traffic analysis provided crucial insights into the attacker's entry point and th
subsequent activities.

3. Privilege escalation:

The forensic examination indicated that the attacker leveraged the compromised VM to escalate privileges and gain acce
to sensitive systems and resources. Through the exploitation of user and service account credentials, the attacker was al
to move laterally within the network andtarget additional services, in particular gaining

unauthorized access to BigQuery.

4. Data exfiltration:
The forensic analysis confirmed the exfiltration of credit card information,
including card numbers, usernames, and associated locations. The attacker utilized a storage bucket with public interr
accesstointiate and facilitate the exfiltration, exporting the compromised data for later remote retrieval. The findings prowvi
valuable insights into the attack, enabling the incident response team to understand the attack vector, the attacker's actior
and the compromised data. These findings will serve as crucial evidence for further investigations, remediation efforts, a
future cybersecurity enhancements.




Response and remediation

To effectively remediate the incident, a series of actions were taken in alignment with industry best practices. The f
outlines the containment, remediation, and recovery measures taken in response to the security incident.

Containment and eradication measures:
These steps helped me to contain and eradication the breach.

I shut down old vulnerable VM and rebuilt from snapshot
I restricted public acces® to cloud storage buckets

I enforced uniform agcess controls on sensitive data

I limited firewall ptii'ts and corrected misconfigured rules
I ran compliance reports to verify remediation

L = b b =

Recovery measures:

These steps ensured the compromised systems were recovered, secured and operations were restored.

Restored business services on a secure VM instance
Validated svstem integrity through security scans
Monitored logs 1n Google Cloud Security Command Center
Re-established compliance with regulatory requirements
Documented lessons learned to improve future response

L e L b =




Recommendations:

This incident provided valuable lessons that can inform future cybersecurity practices and help prevent
The following are recommendations that | suggested to be implemented to mitigate similar attacks fro
future:

1. Strengthen Cloud Configuration Management
= Enforce least privilege access, use automated tools (e.g., Google Cloud Security Command Cent
misconfigurations in real-time.
2. Implement Continuous Patch & Vulnerability Management
» Regularly update VMs, applications, and firewalls with automated patching to reduce the attack i
3. Adopt Zero Trust Principles
» Restrict access based on identity, device health, and context. Ensure multi-factor authentication
for all users.
4. Enhance Monitoring & Incident Response Preparedness
= Deploy centralized logging and SIEM integration for faster detection. Conduct regular tabletop ex
red/blue team.simulations to test readiness.

By implementing these measures, the security team successfully mitigated the |
risks, removed the attacker's presence, and restored affected systems to a secu
operational state.
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