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Project 
Objective:

The goal of this project is to enhance 
endpoint security for SMEs by 
configuring security policies on 
OPSWAT MetaDefender IT Access 
Platform. The project will focus on 
implementing advanced malware 
detection, data loss prevention, 
vulnerability management, patch 
management, application control, and 
threat monitoring.



This project will cover the following configurations on 
OPSWAT MetaDefender IT Access Platform:

Project Deliverable

A fully configured OPSWAT MetaDefender IT Access Platform 
with the above security policies. Documentation detailing each 
policy configuration step. Reports showing policy enforcement 
results.





Visit: //chrome.google.com/webstore/detail/opswat-file-securityfor/fjampemfhdfmangifafmianhokmpjbcj 
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Visit: https://www.eicar.org/download-anti-malware-testfile/  to download a malicious 
file, RIGHT CLICK on download and select SCAN WITH OPSWAT

1

2

https://www.eicar.org/download-anti-malware-testfile/


The file has been scanned by 
OPSWAT and a threat detected, 
Click on the pop-up to get more 
details









Sign-In to https://console.metaaccess-
b.opswat.com/dashboard/overview to Configure All The Policies

https://console.metaaccess-b.opswat.com/dashboard/overview
https://console.metaaccess-b.opswat.com/dashboard/overview


Advance Malware Detection Policy: Configuring A Policy To 
Unblock A Removable Media If No Threat Is Found.
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Scroll down to "Removable 
Media Protection" section & 
Tick "Enable Removable 
Media Protection"
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Full Or Custom Scan Policy: Configuring A Policy To Fully 
Scan or Do A Custom Scan
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Scroll down to “Device Scan" 
section & Tick “Full Scan (boot 
sectors, memory, all local drives), 
alternatively, Chose Custom if 
you want to configure custom"



Data Lost Prevention
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Application Control Policy:





3. In the Search for 
Application field, you can use 
the search engine to search for 
any application (e.g AnyDesk) 

to flag if installed or start 
running in a device

4. Here you can choose the 
version of the application you 

would like OPSWAT to flag if 
installed or if it’s running in any 
computer in your environment. 

5. In the Severity Status, it is 
configured to flag No issue or 

Warning or  Critical if any 
application is either installed 

or running

6. The Action drop down field 
Uninstall or Disable or None to 
unwanted installed or running 

application. Depend on the 
action you would like OPSWAT 

to take.

7. In this case the Apply To 
choose if the above stated 
conditions should apply to 

only, Servers or VMs or 
Desktop or Laptops

Explanation of the previous slide from No 3 - 7. 
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Continuation….
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N:B. This Compliance Check pop-up Ensure that the device capture the information on time, and 
if you have more than one device, you can select them all at ones, then click on Select Action 
drop-down and select Fetch Log this will enforce the agent and the server communication, the 
new policy will be captured by the agent.



Vulnerability Management Policy:



1
2

4

5

6

7

3



OPSWAT MetaDefender 
Platform Onboarding – 

Signing-Up



Agent Installation is done first as shown below, before 
Application Patch Management configuration on the console.



Visit: https://console.metaaccess-b.opswat.com/signin to register and 
Download  OPSWAT
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Confirmation Link Sent to Email-Box To Continue The Installation
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Install the downloaded OPSWAT MetaDefender Endpoint Agent Used for 
Application Patching/ Update.



Patch management Agent 
installed, now we can proceed to 
Patch Management Policy 
configurations as shown below.
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