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Project
Objective:

_

The goal of this project is to enhance
endpoint security for SMEs by
configuring  security policies on
OPSWAT MetaDefender IT Access
Platform. The project will focus on
implementing  advanced malware
detection, data loss prevention,
vulnerability management, patch
management, application control, and
threat monitoring.




Scope of work

This project will cover the following configurations on
OPSWAT MetaDefender IT Access Platform:

 Advanced Malware Detection Policy
* Full Scan or Custom Scan Policy

* Data Loss Prevention Policy

* Application Control Policy

* Vulnerability Management Policy

* Patch Management Policy

* Threat Monitoring Policy

Project Deliverable

W A fully configured OPSWAT MetaDefender IT Access Platform
with the above security policies. Documentation detailing each

policy configuration step. Reports showing policy enforcement
results.
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Browser




//lchrome.google.com/webstore/detail/opswat-file-securityfor/flfampemfhdfmangifafmianhokmpjbc;j

chrome web store

over Extensions

Q, Search extensions and themes 1

Themes

@) OPSWAT File Security for Browser

@ Featured 4.3 % (74 ratings) < Share

Extension Workflow & Planning 7,000 users

About OFSWAT Flle Security for Chrome

Your MetaDefender APIKEY info

O Add "OPSWAT File Securjty for Browser"?

It can:
Read and change all your data on all
Display notifications

Manage your downloads

ebsites

Add extension

()




Visit: https://www.eicar.org/download-anti-malware-testfile/ to download a malicious
file, RIGHT CLICK on download and select SCAN WITH OPSWAT

e +498194998499 CONTAC

*
e | CO r TEAM  NEWS  PROJECTS MEMBERSHIP DOWNLOAD ANTI MALWARE TESTFILE
Open link in new tab

Open link in new window

Open link in incognito window

e Open link as Eunice

Save link as...

Copy link address e secure, SSL enabled protocol HTTPS

Scan with OPSWAT > 2

Inspect

o TXT ZIP ZIP

DOWNLOAD
- 1
DOWNLOAD DOWNLOAD

1 Text-file



https://www.eicar.org/download-anti-malware-testfile/

2ICdar

COM

Com-file

The file has been scanned by
OPSWAT and a threat detected,
Click on the pop-up to get more
details

EICAR ABOUT TEAM NEWS PROJECTS MEMBERSHIP

using the secure, SSL enabled protocol HTTPS

DOWNLOAD

1 Text-file

DOWNLOAD

. +498194998499 CONTACT

DOWNLOAD ANTI MALWARE TESTFILE

m A
(G Google Chrome ><\
OPSWAT File Security for Browser
m eicar.com has been scanned.
Threat detected! )

\.




OPSWAT.

File Security for Browser

Scan History
Settings

About

Search history Q

2 files scanned

FILENAME

gicar.com
275A021BBFB6489E54D471899F7DB9D1663FC695EC2ZFE2A2C4538AA
BF651FDOF

gicar.com
275A021BBFB6489E54D471899F7DBID1663FC695EC2ZFE2A2CA538AA
BF651FDOF

SCAN TIME

a few seconds
ago

16 minutes ago

CLEAR SCAN HISTORY

RESULTS
Infected /

b4
Known
Infected / %
Known




.
Add afile

MetaDefender Cloud |community Analyze a File, UR Limits per day 7, 30/30 [ 499/500 [&] 15/15 Signin

Processed file SHA-256: 275A021BBFB6489ES4D471899F7DBOD1663FC69SEC2FE2ZA2CA538AABF651FDOF ()

LEL] eicar.com [ Not Available (Country of Origin) Add COO
T Multiscanning E Adaptive Sandbox Ej Deep CDR™ [ﬁj Proactive DLP a Vulnerabilities
&= Threats Detected Malicious =2l No Sanitization Available 2 Mo Results Available No Vulnerabilities Found
Community feedback
) ocomments 37 TJ19
Multiscanning /22 File Overview
Threats Detected ENGINES
Category T Entropy 4.8723276870872425
Engine Name Verdict Last engine update File Type ASCII Text Scanned 09/05/2025 12:57 PM GMT
i Duration a few seconds
AhnLab Virus/EICAR Test_File 09/05/2025 12:54 PM GMT T
TriD EICAR antivirus testfile MD5 44D88612FEABASF36DEB2ET... BBOZF [
Avira Eicar-Test-Signature 09/05/2025 04:40 AM GMT LibMagic EICAR virus testfiles SHA-1 3395856CE81F2B7382DEE72... 14140 [
Magika PS1 SHA-256 275A021BBFB6489E54D4718... TFDOF -
Bitdefender EICAR-Test-File (not a virus) 09/05/2025 04:40 AM GMT
T ran Camnany Namea
NANOAV Marker.Dos. EICAR-Test File.dyb 09/05/2025 04:47 AM GMT Scan History
TACHYON EICAR-Test-File 09/04/2025 14:26 PM GMT
This file has been scanned 200 times
Varist EICAR_Test_File 09/04/2025 19:09 PM GMT
Zillya! EICAR TestFile 09/05/2025 04:41 AM GMT L
VirIT eXplorer EICAR-Test-File 09/05/2025 04:34 AM GMT 20
Xvirus Anti-Malware | Malware | 09/04/2025 23:07 PM GMT )
Lionic No Threats Detected 09/05/2025 07:00 AM GMT A Aug 1225 Aug 25 Aug 20 25 Aug 24 25 Al o€ 25 Sep 0525
VirIT ML No Threats Detected 09/05/2025 04:41 AM GMT
Agatha Anderton Unsupported File Type 09/05/2025 04:39 AM GMT
Deep CDR™ Regeneration Download Sanitized Version
CMC Failed 09/05/2025 01:00 AM GMT
No Sanitization Available
Quick Heal Failed 09/05/2025 01:00 AM GMT

After Data Sanitization

[(——m8m8 8 —1\0




Sandbox /100

THREAT SCORE
Malicious

Threat Indicators
Key indicators and MITRE ATT&CK techniques

Malicious Indicators 3
S Matched a malicious YARA rule

S EICAR Standard Anti-Virus detected

Suspicious Indicators n

G Matched a relevant YARA rule

Mo Threat Indicators 1

Y Found an interesting string artifact

+ 1 more indicators

Indicators of Compromise
Extracted and derived 10CS

Mo 10Cs detected

YARA Rules

eicar

SUSP_Just_EICAR

Malicious

Sandbox /100
THREAT SCORE

Malicious

Threat Indicators

Malicious Indicators 3
s Matched a malicious YARA rule
3 EICAR Standard Anti-Virus detected

s OSINT source detected malicious resource

Suspicious Indicators n

s Matched a relevant YARA rule

No Threat Indicators 1

s Found an interesting string artifact

Indicators of Compromise




Sign-In to https://console.metaaccess-
b.opswat.com/dashboard/overview to Configure All The Policies

OPSWAT. + Protected App + Device louis okperiruisi 2, ¥
MetaDefender
IT Access Overview Filter by Group - c 7
4

m Dashboard Device Information Advanced Malware Detection Active Secure |IT Access Sessions Devices at Risk

Overview

Secure Access 0 1

vl ol Critical Warnings

vinerapiirties Issue(s] This chart requires an account upgrade.
Compliance Please contact OPSWAT Sales to upgrade
your account.

Threat Detection Infected 0
Critical Vulnerabilities 0
o Secure Access Monitored 1
M Vulnerabilities E“m[’”t't‘;rec' g @ Infected Devices (0] @ ssues () @ Nolssues (0]
Ssues 0 1SsUes
xempte @ Non-Infected Devices [1]
IR Inventory
+ Policy Management
Protected IdP App Accesses in the last 24hrs Devices with 3rd-Party Vulnerabiliti...

ah User Management

L Settings

Logs Protect your cloud applications from risky devices

Enable Secure Access

This website stores cookies on your computer. These cookies are used to improve the usability of this website and provide more personalized
experience for you. both on this website and through other websites. To find out more about the cookies we use, see our Cookie Notice Policy.

L ——



https://console.metaaccess-b.opswat.com/dashboard/overview
https://console.metaaccess-b.opswat.com/dashboard/overview

Advance Malware Detection Policy: Configuring A Policy To  + Powctsasse  + dovies
Unblock A Removable Media If No Threat Is Found.

OPSWAT.

MetaDefender

I ACCRSS Create New Palicy

m  Vulnerabilities Policy Description Groups Assigned Last Updated

The default security policy is applied to groups, but not explicitly assigned a

* Policy Mananement SEParate user defined policy. The default policy cannot be deleted. You can create, 1 Sep 05, 2025 4:35:48 AM
edit and delete a new user defined policies under the Policies tab

Policies




O P S \,\//.\T. + Protected App + Device louis okperiruisi 2,

MetaDefender
IT Access

Create New Policy Discard

Dashboard

Secure Access Advance Malware Detection Policy

Vulnerabilities

Description

Allow Removable Media If No Threat Is Found
Inventory 2 7

Policy Management

Policies

Playbooks

a% User Management
Deep Compliance Application Control Vulnerability Management Patch Management Advanced Endpoint Protection

£2 Settings

Logs Enable Threat Detection for Windows l Inactlve
Scan using multiple engin es to ensure threats are caught_ 3 e ————

Enable Threat Detection for mac0S

Scan using multiple enginesto ensure threats are ught_ Scrou' down to "Removable
Media Protection" section &

Enable Threat Detection for Linux Inactive

Scan using multiple engines to ensure threats are osught. Tle "Enable Removable
edia Protection"

Threats detected by multi-scanning technology m w Actlve

Scan using multiple engines to ensure threats are caught.

Inactive




OP

SWAT.

MetaDefender
IT Access

M Dashboard

O

™~

2 4

Secure Access
Vulnerabilities
Inventory

Policy Management

Policies

Playbooks

User Management

Settings

Logs

Create New Policy

- pmrm e me mmmn e e ey

Removable Media Protection Device Scan Secure Download

BadUSB protection
Protect your system from badUSBs covertly executes malicious commands via disguised USB devices.

[] Enable BadUSB protection

When removable media is connected

(O Always block removable media

(O On-Access file scanning

@ |ﬂllow a user do selected actions on all ~ removable media

L_IlUnblock removable media if no threat is found

A\ 4

[] copy files from a local/network drive to removable media

[] Report a copy of results when a user copies files from local drives to removable media
[] only copy allowed files

|:| Copy files from rernovable media to designated destinations

Content Disarm and Reconstruction [CDR]
Note: COR must be enabled in a corresponding security rule in the selected MetaDefender server for this policy
[] Use sanitized files if available

|:| Only use sanitized files. do not copy original files

Discard




Full Or Custom Scan Policy: Configuring A Policy To Fully + Protected App ||+ Devies | lou
Scan or Do A Custom Scan

QPSWAT.

MetaDefender
1T Access Create New Policy
m [ashboard

ov Secure ACCess
' m Yulnerabilities Policy Description Groups Assigned Last Updated

W Inventory The default security policy is applied to groups, but not explicitly assigned a

& Policy Management SEParate user defined policy. The default policy cannot be deleted. You can create, 1 Sep 05, 2025 4:35:48 AM
Boic edit and delete a new user defined policies under the Policies tab
plcies

Playbooks
I User Management
g Settings

B Logs

Loy



11 «

OPSWAT,

policies Create New Policy

Ll fandar

1 Mhccess *Name | Full Scan

2 < __Must contain between 1 and 50 cheracters 50
W [Dashboard Description

o Secure ACCess
M Vulnerabilities

£ Inventory

Perform a full scan on a weekly basis.

#* Policy Management
4+ Policies

Deep Compliance Application Control

Vulnerability Management

Patch Management

Advanced Endpoint Protection

Rules

» Enable Threat Detection for Windows
Scan using multiple engines to ensure threats are caught.

5 P Playbooks

== UserManagement

Removable Media Protection Device Scan

N
A

Gettings

B Logs

Scan threats with a MetaDefender server

If you would [ike to Treat as an issue if: a device reports any threats, enable "Device reports any threats detected by multi-scanning technology” at Advanced Endpoint Protectid

Secure Download

Run scan every = Week ~ jon

Monday

CIEEEIE

HAM

Hours

Scan Options |Day

Week
(@Full Scan[—b!'ee_l

Month

(O Custom Scan

[] Boot sectors
[] system volume
Memary
[] Removable volumes if any
[[] Additional local volumes

[] Specific path

ry. all local drives]

- ‘ local device time

Inactive

n > Threats Detected by multi-scanning technolog|

\ 4

Scroll down to “Device Scan"
section & Tick “Full Scan (boot
sectors, memory, all local drives),
alternatively, Chose Custom if
you want to configure custom”




Data LOSt Prevention + Protected App + Device loui
QOPSWAT.

MetaDefendar
IT Accaas

Create New Palicy
W [ashboard

oy Spcune ACCEsS

B Yulnerahbilities

Policy Description Groups Assigned Last Updated
L] |I'|'.-'E'I'|:-:i":.-'
4 Policy Management The default security policy is applied to groups, but not explicitly assigned a
o separate user defined policy. The default policy cannot be deleted. You can create, 1 Sep 05, 2025 4:35:48 AM
i edit and delete a new user defined policies under the Policies tab

Playbooks

Lser Management

Bethings

o &

Logs



O PS\A{’_\T. + Protected App + Device louis okperiruisi r'9‘1 -

MetaDefender

IT Access 1 o <
policies Create New Policy Discard m

M Dashboard

or Secure Access *Name | Data Lost Prevention
m Vulnerabilities 2 _ _ e ———— —
Description Report any file/data copied.
= Inventory
“ Policy Management 2 B
Policies - __A —
Playbooks
an UserManagement
Desp Compliance Application Control Vulnerability Management Patch Management Advanced Endpoint Protection Rulss
Settings
Logs 4 <4— ! Enable Threat Detection for Windows Inactive
Scan using multiple engines to ensure threats are caught.

<EEHED[B Removable Media Protection

Metalefender Endpoint can block removable media when inserted C Allow a user do =elected acticns on all - removable media

[ Exclude co/ovD

7 P Exclude mobile devices [_] unblock removable media if no threat is found

<«

|:| Exclude unformatted media

O |:| Copy files from a local/network drive to removable media
Exclude Virtual 1S0 Drives

8 < |:| Report & copy of results when a user copies files from local drives to removable media
Allowlist
[] Always allow removable media based on the following conditions: I:l Only copy allowed files

P I:l Always allow application processes signed by these certificates [ . - ™ B . L ) .

5 )l L] il T TTTET Tl TR il b TR T i il e T T T L e B e LAT T TR
BadUSB protection
Protect your system from badUSBs covertly executes malicious commands via disguised USE devices. CDntEﬁt DiSﬂ I an d RECU nEtrumiUn [C D R]

9 I IEnahle BadUSE protection . . . . . . . N

Note: COR must be enabled in a coresponding security rule in the salected MetaDefender sanver for thiz policy

When removable media is connected

|:| Use sanitized files if available

@ Always block removable media
O On-Access file scanning

() Allow = user do selected actions on all removable media



Application Control Policy: + ProwctsdApp || + Device | lou
OPSWAT.

MetaDaefendor
IT Access

Create New Palicy
W [Dashboard

O Secure ACCESS

W fulnerabilities

Policy Description Groups Assigned Last Updated
L] 'I'l'.-'E'I'l:-:i"j-'
# Policy Management The default security policy is applied to groups, but not explicitly assigned a
o separate user defined policy. The default policy cannot be deleted. You can create, 1 Sep 05, 2025 4:35:48 AM
Folicies . . . .
edit and delete a new user defined policies under the Policies tab

Playbooks

Lser Management

Setings

o &

Logs



OPSWAT. No 3 -7 is explained on the NEXT slide.

Mt D faridor
IT Access

Create New Policy

[Deghboard

Cacure ACcess Application Coatral
|

Vulnerabilities -
Descripgion Flag & waming if unautharized application ie installed or running

Inventony

Palicy Manapameant

Palicies

Playbooks

User Management
Deep Compliance Application Comtrod Wulnerability Management Panch Managemeant Advanced Endpoint Protection

SaTings

Logs = Application Control
a Deice whather an spplication should or should nat be ingtelled o run

‘Windcws macls Lirene

3 _

Q, Ssadch for appBCation Sedich 108  Bpecifio appLoECton 1o TN 5

bic Afee SiteAdvisor T

Seaarity STRTu - Apply o

crogoft Teams

crosoft Teams work or school) All VETBIONE = . o None Desidops. Lapnops. W, Servem =
[ T

crasal Teams clastic ritalied [ ol - |
Candiioan " Hone R

croseft Tesms Commercial All versions If Running Ha lsgue .
Disable

crasaft Teams Dal o Molsszue warmirg

Warason

1 i
Crmical Uninstall

Browser

o m

Clowd Storape

Darn Loss Pravantion




Explanation of the previous slide from No 3 - 7.

3. In the Search for
Application field, you can use
the search engine to search for

any application (e.g AnyDesk)
to flag if installed or start
running in a device

4. Here you can choose the 5. In the Severity Status, itis
version of the application you configured to flag No issue or

would like OPSWAT to flag if Warning or Critical if any
installed or if it’s running in any application is either installed
computer in your environment. or running

6. The Action drop down field
Uninstall or Disable or None to
unwanted installed or running
application. Depend on the
action you would like OPSWAT
to take.

7.1In this case the Apply To
choose if the above stated
conditions should apply to
only, Servers or VMs or
Desktop or Laptops




Continuation....

1

A

OPSWAT.

MetaDefender
IT Access

m Dashboard
or Secure Accgss

m Vulmerabilitfes

]
=] Inventory

Devices

Device Groups

Applications

Patch Management

Browser Extensions
% Policy Management
an User Management
£ Settings

@ Logs

2

A

Devicgs

m

Status

X

ice id. name, IP. MAC. serial nu

Name

Louis-Machine

mber

Username

#  louis

»

# lzssues Groups

755 2 Default Endpoint

#CVEs

Location Last Reboot

Nigeria 7 days

Compliance Check

assigned

Cancel

Check applications security

|:| Scan threats[Scan with settings in corresponding p
|:| Check for 05 updates

Scan threats with settings configured in a policy which

plicy of devices)

g device is

Local IP

10.252.431

vice Louis okpy

3

A

A

riruisi 2, w

Selsct Action

Export

Assign To Group

Groups

MAC Address

deiibialcd:26:79

- | | Dperating Sy=tfl Compliance Che
Scan Threats
Exempt
Connected Peripherals
Unexempt
A
i Fetch log
Ignore

)
ck I - A
|1 of 1device

&

N:B. This Compliance Check pop-up Ensure that the device capture the information on time, and
if you have more than one device, you can select them all at ones, then click on Select Action

drop-down and select Fetch Log this will enforce the agent and the server communication, the
new policy will be captured by the agent.



Vulnerability Management Policy:

O P S \A/f-\T + Protected App + Device louis okperiruisi 2 ¥
MetaDefender
IT Access

Policies

i Dashboard

Q, Search by name. description Import Policy
O+ Secure Access
M Vulnerabilities 1-10f1policy
i= Inventory , . I ;
Policy Name 4 Policy Description Groups Assigned Last Updated

%] Policy Management |

The default security policy is applied to groups, but not explicitly

Policies Default assigned a separate user defined policy. The default policy cannot
be deleted. You can create, edit and delete a new user defined
policies under the Policies tab

Sep 05, 2025 4:35:48 AM

Playbooks

2% User Management
& Settings

B Logs



OPSWAT. policies Create New Policy

MetaDefender
IT Access *Name | vulnerability Management

Diacard

Dashboard Descriptian Report all endpeints with critical CVEs that are above 7 or those vulr ilities with known

Secure Access

Vulnerabilities

= Inventory

Policy Management 3 :
Policies Deep Compliance Application Control Vulnerability Management Patch Management Advanced Endpoint Protection Rules

Playbooks
~ Vulnerabilities and Exposures
User Management Track vulnerabilities based on their vulnerability score and severity level.

Settings Windows mac0S Linux

Logs

Apply to: | Deskiops, Leptops, VMs, Servers =

Conditions Treat as

. -—
4 < Device has CISA known expleitable vulnerabilii, | No Issue | | Warning

Device has KEV within 5 fays of the due date
Device has KEV past ti.» ¢ ue date
- I
‘ TEvice has LVES ma.ch the CoNaItions below No Issue Warning I _ I

CvEswith Critical, High, Medium, Low ~ severity level {p

Add Condition

Device has CVEs with CVSS V3 score greater than or egusl to Warning
Protacting tha

[ el Note: Configuration Vulnerability Score in Settings > Global




OPSWAT MetaDefender
Platform Onboarding -
Sighing-Up



Agent Installation is done first as shown below, before 1P ||+ Deice | lou
Application Patch Management configuration on the console.

Dy name, description Create New Policy

ne 4 Policy Description Groups Assigned Last Updated

The default security policy is applied to groups, but not explicitly assigned a
separate user defined policy. The default policy cannot be deleted. You can create, 1 Sep 05, 2025 4:35:48 AM
edit and delete a new user defined policies under the Policies tab



Visit: https://console.metaaccess-b.opswat.com/signin to register and
Download OPSWAT

Create an account to use MetaDefender —— FirstName Last Name

IT Access Louis OKPERIRUISI
q Y / —
t“ P b \A L\ I * Create your account with OPSWAT to enable ~Email
MetaDefender access to the MetaDefender IT Access platform louistintedsZUU‘l@proton.me
IT Access for managing multiple end-point devices and

the access to your critical resources and

Password
. . networks.

Slgnln 14 o & 8 0 8 0 00 B PO BN

to continue to MetaDefender IT Access o
If you have an OPSWAT account already - sign in

Confirm Password

to get started.

Emall @0 8 8 0 0 00 0B 0N R

Ernail Address

Company Name Country

ovomeru limited Nigeria

| agree to the OPSWAT Inc. Terms of Service and Privacy Policy

Don't have an accountq Register

Subscribe to OPSWAT email communications [Optional).
Protecting the
World's Critical Infrastructure

™

e ADYTALIA

\/ I'm not a robot

2 <
! IEETA |




Confirmation Link Sent to Email-Box To Continue The Installation

4 Proton Mail I « &8 w 8 ¢ 38 © ¢ Linkconfirmation

You are about to open another browser tab and

visit: https://id.opswat.com/active?
code=874253&email=H4sIAAAAAAAAAWXBIQEAMAQEsJXQcozjqf1HallU6tdl
2 Inbox ¢) s w5 © Y o Goo40gDhiLvwyvMeVUuEFwVCtigXyOIliSXKYW % 2FjKWpYFAAAAA&app=app
MAOOO1&redirect=https%3A%2F % 2Fconsole.metaaccess-
b.opswat.comé&samirequest=null&SAMLRequest=null&SigAlg=null&Signature

New message To louistinteds2001@proton.me

[©) Drafts

=null (3]
O P S \)\/AT Don't ask again

¢ Starred MetaDefender

IT Access
» More 2 CGIIL’CE

Hi louis okperiruis

A

v Views
Thank you for signing up. Your OPSWAT account has been created. Click the button below to
&2 Newsletters . : .

activate your free trial period.

1 < Activate MetaDefender IT Access

Need further assistance? Contact support: opswat.com/support/contact-support

» Folders

» Labels

3.48 MB / 500.00 MB




OPSWAT.

MetaDefender
IT Access

Connect your first device

Welcome louis okperiruisi,

Start by downloading and installing the MetaDefender
Endpoint, it will automatically connect to MetaDefender IT
Access, then you can access your device report in
MetaDefender IT Access.

Windows v

Download MetaDefender Endpoint for Windows

SHA256 16f3dda0bb6411a0880ab31a...|_D

*The dr our account, to

@ Install MetaDefender Endpoint




F

»

yfrastructure

+ Protected App + Device

Complete the registration of the MetaDefender Endpoint on this device.

Complete Registration

No Devices Monitored. You can monitor up to 50 devices.

Add Devices

In order to monitor additional devices, please contact us to upgrade your account.

experience for you, both on this website and through other websites. To find out more about the cookies we use, see our Cookie Notice Policy.

This website stores cookies on your computer. These cookies are used to improve the usability of this website and provide more personalized m

louis okperiruisi



Add Devices

Endpoint Devices

To monitor devices, simply download the MetaDefender Endpoint and run it on the
endpoint machine.

bevices will be automatically assigned to this group: | Default Endpoint v

Download MetaDefender Endpoint for Distribution

Windows, mac0S, Linux, Android & Chrome 05, i0S

[ P T R e [ (e [ Sy e F——— |



OPSWAT.

MetaDefender
IT Access

Download MetaDefender Endpciint@J

The MetaDefender Endpoint allows your MetaDefender IT Access administrator to view the security status of your device. It does not enable remote
control, remote management or access to your private information and documents.

Windows mac05s Linux Mobile & Chrome 0S loT

-- MetaDefender Endpoint For Windows®
.. Windows 7-11, Server 2008-2022

The MetaDefender Endpoint is preconfigured for: louis okperiruisi, do not alter the filename

Persistent MetaDefender Endpoint On-Demand MetaDefender Endpoint Limited On-Demand MetaDefender
Endpoint
> 3
* You have admir| permieeinn +n * You have admin permission to * You do not have admin
the device _ the device permission to the device
_msi
* Run the MetaDefend » Run the MetaDefender Endpoint * Run the MetaDefender Endpoint > 2
perpetually T temporarily temporarily "
¥ Persistent Client 1 ¥# On-Demand Client # Limited Client > 1




Install the downloaded OPSWAT MetaDefender Endpoint Agent Used for
Application Patching/ Update.

MetaDefender Endpoint

Installer MetaDefender Endpoint
By installing you agree to our EULA and Privacy Policy

INSTALL NOW

7.6.2508.755






OPSWAT. 1+ rolicies Create New Policy Discard m

MetaDefender . ;
IT Access Name Patch Management Palicy
m Dashboard Description Automatically patch third-party applications. including the 0S, with critical vulnerabilities to keep the device secure.
or Secure Access
D
M Vulnerabilities “
= Inventory
+ Policy Management 3 <
o Deep Compliance Application Control Vulnerability Management I Patch Management I Advanced Endpoint Protection Rules
olicies
Playbooks 4 < —
BTCh Management S BN [ n ]
&% User Management Verify that a patch management agent is installed or running.
2 Settings Windows mac0S Linux
Logs
Apply to: ‘ Desktops. Laptops. VMs. Servers -
Conditions Treat as
No patch management application is installed | No Issue | | Warning | Advanced
Patch management agent is disabled | No Issue | | Warning |
7‘ Patch management agent has reported | No lssue | | Warning |
Protecting the

World's Critical Infrastructure Any missing patches = in all categories ~ with specific severity level ~ : critical. important, moderate ~ over I:l dayls]



OPSWAT. = rolicies Create New Policy Discard |m

MetaDefender
IT Access

|:| Exclude specific missing patches

M Dashboard

-
<
1 ~ Application Updates Active | W
o= Secure Access ions that can be updated.

™ Vulnerabilities

Windows mac0S

Inventory
All applications that can be updated, will be updated. The MetaDefender Endpoint will notify if it is unable to update an application. The user will be prompted before updating.

* Policy Managementz utomatically update 3rd-Party software

Policies @ Do not automatically update 3rd-Party software

Playbooks
|:| Prevent the following applications from being updated:

24 UserManagement Note: Excluded apps will also not show in the MetaDefender Endpoint Software list, if enabled.

Settings ~_
o -
Logs ~ 0S Updates Active |
Automatically update reguired 0S patches that can be updated.
Windows
4 All required 0S patches that can be updated, will be updated. The MetaDefender Endpoint will notify if it is unable to update an 05 patch. The user will be prompted before updating.

utomatically update required 0S missing patches

@ Do not automatically update required 08 missing patches

|:| Hide optional 0S missing patches

|:| Prevent the following 0S patches from being updated:
Note: Excluded patches will also not show in the MetaDefender Endpoint Software list, if enabled. A




| MetaDefender Endpoint

Overview Overview

Security Score

Deep Compliance Security Score Deep Compliance | Application Patches

LiC

- QA Q P O

Application Patches

70 /100 Score 1 Required Non-compliance 1 0 Required / 18 Updates
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Application Patches Auto-Update @ & A

Q@ B

Enable seamless patching of your 3rd party applications, keeping your systems secure and up to date.

Security Score

Q

Deep Compliance
Update All

Application Patches

(e

Update Application : 25.001.20672

rl: -
N

Vulnerabilities

Would you like to update all of the applications in the auto-
update list

Application Remover :2.5.4594.1

> &

OPSWAT Academy 1. Adobe Acrobat Reader DC Continuous
2. Advanced IP Scanner : 140.0.7339.81
3. Google Chrome
4. Microsoft Visual C++ 2015-2022 Redistributable (x64)
5. Microsoft Visual C++ 2015-2022 Redistributable (x86) :14.44.35211.0

: 14.44.35211.0
Update Now

i

a

83 VMware Player Available

VMware Workstation Available
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Application Patches
Vulnerabilities

Application Remover

OPSWAT Academy

Browser Security

15 out of 15

Vulnerabilities

Windows Update

5out of 10

Device Encryption

Unwanted Applications

5outof5

Firewall

10 out of 10

Malware Protection

25 out of 30

Backup
10 out of 10
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Deep Compliance
Ensure your endpoint compliance by detecting and remediating security risks across your endpoint.

Security Score

Deep Compliance
This device is non-compliant according to your organization's policy. View details.

“ Q9 B 9

Application Patches

1
s

©)

.

Vulnerabilities

v

Application Remover P There is an issue with your system's encryption.

WEE

OPSWA

P Required Windows patch updates are missing.

w Advanced Patch Management Patch management software is enabled.

Qualys Cloud Security
Agent

Windows Update Agent

¥ Anti-Malware Security software is enabled

Windows Security

Windows Defender

W User Authentication Your system is protected

louis
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& Overview

@ Security Score

& Deep Compliance
&, Application Patches
@ Vulnerabilities

] Application Remover

% OPSWAT Academy

Vulnerabilities C O e

Detect vulnerabilities in over 850 applications, helping you keep your endpoint secure. [

2/48 monitored applications have vulnerabilities Q =T Y = oo

11

Vulnerabilities 3 High 6 Medium 2 Low 0 None

LE N
LE N

VirtualBox VMware Workstation
Pending Update Pending Update
10 1
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Security Score

Deep Compliance Security Score Deep Compliance | Application Patches

Application Patches
70 /100 Score 1 Required Mon-compliance 1 0 Required / 18 Updates
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Application Remover
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O | MetaDefender Endpoint

{a¥ Overview Application Remover C n

0 Security Score Select applications to uninstall.

J Deep Compliance . oo
Sort: Name (A to Z) Category: All Q oo

&, Application Patches

Vulnerabilities }u ?3? q “

Application Remover L4
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QPSWAT.

i CAATAT A -~ r
OPSWAT Academy

Adobe Acrobat Rea...
v25.001.20643

N\
<

Microsoft Office 365
v16.0.18526.20546

E

Microsoft Visual C...
v14.42.34433

Advanced IP Scann...

v2.5.3850

Microsoft OneDrive
v25.149.0803.0003

=

MySQL Server 8.0
v8.0.43.0

Google Chrome
v140.0.7339.80

7]
IS

Microsoft Visual C...

v14.42.34433.0

N

MySQL Workbench
v8.0.43

Microsoft Edge 80+

E

Microsoft Visual C...

v14.44.35208

Q

Qualys Cloud Secur...

v6.2.5.4
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