
Phishing Email Investigation 
And IOC Analysis



Project Overview

As a cybersecurity consultant assigned to investigate a 
set of reported phishing emails received by an 
organization. Your task is to analyze the emails, identify 
any indicators of compromise (IOCs), and provide 
recommendations for mitigation and prevention. 

This project simulates a real-world incident 
response scenario commonly encountered by 
SOC analysts and cybersecurity consultants.



Project 
Objectives:

     

         Investigate Suspicious Emails And Extract Useful Metadata.

                        Identify IOCs, Including.       Malicious URLs or domains
              Suspicious IP addresses
               Attachments or payloads
                                   Sender anomalies (Return-Path, SPF, DKIM, etc.)

           Phishing Analysis Report: Details Of Your Key Findings With Snapshots   
And Mitigation Recommendations. (Report Can Be In A Slide Or Document)
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Phishing Email Samples:

Download and analyze any 3 
sample phishing emails.

Visit: https://app.phishtool.com/sign-up/community to Register for Email Analysis Tool

https://app.phishtool.com/sign-up/community




Copy Verification Code From Email To Complete 
Registration & sign-in 



FIRST
MALICIOUS EMAIL



1 2

Download The Email To Your Host Computer and Upload to 
PhishTool for Analysis



Copy the sender’s URL & paste on https://www.virustotal.com/ to confirm if the URL is malicious or not.

https://www.virustotal.com/
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Analyzing the sender’s Url  using https://www.virustotal.com/ 

https://www.virustotal.com/


One of the antivirus platform flagged the sender URL as malicious 





The sent email does not contain any Attachment , 
Return-Path or  SPF. But let's investigate the DKIM, if 
it passes the verification test.

SPF: 

An SPF (Sender Policy Framework) check 
confirms if an originating IP is authorized to send 
emails for a domain. SPF is designed to detect 
fraudulently sent emails — although only a 
combination of SPF, DKIM and DMARC can 
provide this level of assurance.

DKIM:

DKIM (DomainKeys Identified Mail) is an email security 
standard that uses cryptographic public and private 
key pairs to validate the integrity of an email with a 
given signing domain. The application of DKIM is 
achieved by a sending SMTP server prepending a 
digital signature (computed with a private key) linked 
to a signing domain to each outgoing email



Analyzing the sender’s IP address  using https://www.virustotal.com 
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Copy the IP address and open https://www.virustotal.com/ to confirm if the IP address is malicious.

https://www.virustotal.com/


One of the antivirus platform flagged the IP address 
associated with this email as suspicious. 



Get more details about the sender's IP address using 

https://urlscan.io



SECOND 
MALICIOUS EMAIL



Download the mail to your host computer. Please DO NOT open the mail nor any attachment. 
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Visit https://app.phishtool.com/ to Upload the 
downloaded mail to check the legitimacy of the mail. 
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https://app.phishtool.com/


The Return-Path is flagged as inconsistent, so click on Auto-analysis to 
see the Return-Path and copy it into VirusTotal to see all malicious 

embedded files associated with this email.
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Copy Inconsistent 
Return-Path to 
VirusTotal.





VirusTotal has detected "At least 10 files embedding this domain"
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An alternative technique to detect malicious emails. 



Copy the IP address into VirusTotal platform to check the legitimacy of the IP address 
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THIRD 
MALICIOUS EMAIL



The IP address is malicious and such mail should not be open.
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 Mitigation & 
Recommendations

- Block all malicious IPs, URLs, and domains on email 
gateways and firewalls.

- Quarantine and delete identified phishing emails from 
user inboxes.

- Keep antivirus, EDR, and spam filters up to date with 
latest signatures.

- Enforce SPF, DKIM, and DMARC to prevent email 
spoofing.

- Conduct regular phishing awareness training for 
employees.

- Monitor IOCs in SIEM tools and review access logs for 
suspicious activity.



Indicators of Compromise (IOCs)

• Malicious 
URLs/Domains:

- Sender’s URL 
flagged as 

malicious on 
VirusTotal.

- Domain 
associated with 

multiple malicious 
embedded files.

- URLs linked to 
phishing pages for 

credential theft.

• Suspicious IP 
Addresses:

- IPs flagged as 
malicious/suspicio

us by VirusTotal.

- IPs traced via 
urlscan.io linked to 

phishing 
infrastructure.

- Third email 
contained 
confirmed 

malicious IP.

• Sender 
Anomalies:

- Inconsistent 
Return-Path 

indicating spoofing.

- Mismatched 
SPF/DKIM results 

suggesting forgery.

• Embedded 
Malicious Content:

- Files embedding 
malicious domains 

detected on 
VirusTotal.

- Possible 
attachments or 

links carrying 
malware.

• Behavioral Red 
Flags:

- Unsolicited 
requests, urgency, 
or impersonation 

patterns.
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