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Visit https://documentation.wazuh.com/ to download wazuh
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Right click on the wazuh OVA file for installation

< 2> T G

® New - (}g @ @D

J Downloads #
= Documents #
PA Pictures »
@ Music »
i3 Videos »

»

o‘ OneDrive

Screenshots

Corrupted

Hagital Intern Pr
My BOOK Upda - —
videoplayback

() Desktop

> [ ouis's A15

v [ This PC

> e Local Disk (C)

> t Network

14 itarmc 1 #arm calartad 2 67 (SR

@ Start backup >

ThisPC > Local Disk(C:)) »> Users >
= @ T Sort ~ O View ~ aee
AN
. e 8 @D
Cut Copy Rename
kali-linux-2025.2-  Wir.4¢ vs Serve U3 Open
vmware-amd64 2022 o -
8@l Open with
[J Send to My Phone
= Share with
7 Add to Favorites
' Compress to...
Vulnerable API wazuh-4.14.( D P
Copy as path
/2 Properties
£ Edit in Notepad
@ OneDrive
&7 Show more options
A 4
1

Pictures »

LARGE FILES > Search LAR

E 3
W

Delete I

Untitled desigT

Enter My web App

—

> 5 VirtualBox Manager

VMware Player

’ & VMware Workstation

ﬁl Search the Microsoft Store
> Choose another app
Ctrl+Shift+C

Alt+Enter




[ VMware Workstation

Eile

Library

Edit View VM

Jabs Help

08 o

X

{7y Home

ﬁ Windows 10 ﬁ Windows Server 2022 ﬁ kali-linux-2025.2-vmware-am...

‘ O Type heret. v|

= L1 My Computer

[[37 Windows Se
[[1 Windows 10
[ kali-linux-20:

Import Virtual Machine

Store the new Virtual Machine
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@ Wazuh - VMware Workstation =
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15 {r Home [[71 Windows 10 [[77 windov| [
‘ O Type here t.. V‘ Device Summary Memory
| I Y, h E3 Memory 8 GB Specify the amount of memory allocated to this virtual machine. The memory
= 2 My Computer D azu 1" J:Processors 4 size must be a multiple of 4 MB.
[[71 Windows Se I éHard Disk (IDE) 50 GB o o =
I Windows 10 P> Power on this virtual machine (2 CDJDVD (IDE) i - backend Memory for this virtual machine; 8192 _- MB o1
1 — Using unknow >
[557 kali-linux-20: II—G Edit virtual machine settings Floppy Using drive A:
[C] Wazuh I[y Upgrade this virtual machine ~Network Adapter | Bridged (Automatic) 32 GB < > 2
[_IDisplay Auto detect 16 GB
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v Devices | AET B Maximum recommended memory
(Memory swapping may
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1.FProcessors 4 1GB 27.8 GB
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CD/DVD (IDE) Using unknowel] 256 MB
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Configuration file: C\Users\louis\Documents\Virtual Machines\Wazuh\Wazuh.vmx
Hardware compatibility: Workstation 6.5-7.x virtual machine
Primary IP address: Network information is not available



Type “ip add” and click enter, to check the ip addizcss of the VMware.
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Windows 10
kali-linux-20:
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Windows 10 Windows Server 2022

Welcome to the Wazuh OUA version
Wazuh - 4.14.0
Login credentials:

User: wazuh-user

Password: wazuh

wazuh-server login: wazuh-user
Password:

WML . WU | WML .
WMWY | WU | WML .
WL . WMUMULIWL . WML .
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WMWY | WMUUMULUIWL . 000000
WMWY . WMWY | 00000000
WMWY WMWY | 0000000000

WMWY | WMWY 0000000000
WML . WMWY 00000000
WMWY WML . 000000

WAZUH Open Source Security Platform
https:/rwazuh.con
[wuazuh-user@uazuh-server ~19 ip add

kali-linux-2025.2-vmware-am...

» Wazuh




This is the ip address (192.168.149.130) of the Vmware. Go to your host PC & ping the ip to
INngi address on your host PC browser to open wazuh dashboard

confirm its . Enter the Ip
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Password: wazuh
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Windows 10
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WAZUH Open Source Security Platform
https:/ wazuh.com
[wazuh-userPuazuh-server 15 ip add

1: <LOOPBACK,UP,LOVER_UP> mtu 65536 gdisc noqueue state UNKENOWN group defau Re p-l_y
link/loopback brd
inet +8 scope host lo Re p-l.y
valid_l1ft forever preferred_lft forever
inetb »128 scope host noprefixroute Re p-l'y
valid_l1ft forever preferred_lft forever Re p'L y
2: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fgq codel state grot
link/ether brd Re ply

altname enpZs0

aHrame—arsdZ Re p-l"y

met /24 metric 1024 brd scope global dynamif R -L
Ualid_Ift 172Zsec preferred_lft 172Zsec epLy
inetb »64 scope link proto kernel_11
valid_l1ft forever preferred_lft forever Re p-l' y
[wazuh-user@uazuh-server 15 Re pl y

from
from
from
from
from
from
from
from
from

168.
168.
168.
168.
168.
168.
168.
168.
168.

- CA\WINDOWS\system32\CMD X

149.
149.
149.
149.
149.
149.
149.
149.
149.

130:
130:
130:
130:
130:
130:
130:
130:
130:

+ | >

bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32

Microsoft Windows [Version 10.0.26200.7019]
(c) Microsoft Corporation.

C:\Users\louis>ping 192.168.149.130 -t

Pinging 192.168.149.130 with 32 bytes of data:
192.
192.
192.
192.
192.
192.
192.
192.
192.

time<lms
time=Ums
time=1ms
time<lms
time=1ms
time=1ms
time=2ms
time<lms
time<lms

All rights reserved.

TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127
TTL=127



If you cannot access the wazuh dashboard using the ip address, kindly
manually start wazuh dashboard server, wazuh manager, and wazuh indexer.

C ® 192168.149.130 * 9 &

Introduction to clou... SOC Types and Role... ﬂ QuillBot Al g EndPoint Security -... Log Management -... @ The Hacker News |... (& Cyber Security Webi... (& BrightTALK Cyberse... »

This site can’t be reacned

192.168.149.130 refused to connect.

Try:
e Checking the connection
e Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

| Details )



Firstly, let us start wazuh manager by typing-in “sudo systemctl start wazuh-manager”
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HAZUH Open Source Security Platform
https:”/wazuh.comn

[Wazuh-user@wazuh-server ~1% ip addr
1: lo: <LOOPBACKE,UP,LOUER_UP> mtu 65536 gdisc nogqueue state UNENOWN group defaul
t glen 1888
link~loopback BB :HA:BB:A8:B0:88 brd BB :B0:B0:00:0808:6808
inet 127.8.8.1-8 scope host lo
valid_I1ft forever preferred_lft forever
inet6 ::1-128 scope host
valid_I1ft forever preferred_lft forever
2: ethB: <BROADCAST,MULTICAST,UP,LOUER_UP> mtu 1588 gdisc pfifo_fast state UP gr
oup default gqlen 1888
link-ether BB:Bc:29:59:58:64 brd ff:ff:ff:ff:ff:ff
inet 192.168.149.138-24 brd 192.168.149.255 scope global dynamic ethB
valid_1ft 1419=zec preferred_Ilft 1419sec
inet6 feBB::28c:29ff:fe59:5864-64 =scope link
valid_I1ft forever preferred_lft forever
[Wazuh-user@uazuh-server ~1% |




To check if the wazuh manager has started type this command "sudo systemctl status wazuh-
manager" and hit enter key. Once you see these write up, it shows the wazuh is running now.
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File Edit View VM Tabs H = o O 8 O

Librar . ) ~ o o
brary Home Windows 10 Windows Server 2022 kali-linux-2025.2-vmware-am... » Wazuh

Job for wazuh-manager.service failed because a timeout was exceeded.
My Computer See "systemctl status wazuh-manager.service" and "journalctl -xeu wazuh-manager.service" for details.
’ [wazuh-user@uwazuh-server ~15 sudo systemctl status wazuh-manager
Windows Sei * wazuh-manager.=zervice — Wazuh manager
. Loaded: loaded (rusr-slibssystemd-system-swazuh-nalQadegr.service: ; preset: )
Windows 10 fictive: failed (Result: timeout) since Thu 2025-11-30 07:47:17 UTIC: 36s ago
kali-linux-20; Process: 8248 ExecStart=-usr-bincenv rvar-ofsecyBinswazuh-control start (code=killed, signal=TERM)
e SATeVe CPU: 4.051s
» Wazuh
Oct 30 07:47:15 wazuh-server enuvl83351: R025-10,30 07:47:15 wazuh-modulesd:router: INFO: Loaded router module.
Oct 30 07:47:15 wazuh-server enwl[8335]1Ngo05-10-30 07:47:15 wazuh-modulesd:content_manager: INFO: Loaded content_manager module.
Oct 30 07:47:15 wazuh-server enuvl8335%: £)25,10,30 07:47:15 wazuh-modulesd: inventory-harvester: INFD: Loaded Inventory haruvester module.
[wazuh-userBwazuh-server 15 _sudn et start wazuh-nanamer
[wazuh-userfwazuh-server ~15 sudo‘Guslenct]l status wazuh-manager
® wazuh-manager.service — Wazuhjmapager
Loaded: loaded C(rusr-libssysiemd/system-wazuh-manager.service: ; preset: )]
fAictive: active (rumming) since Thu 2025-10-30 07:50:55 UTC: 56s ago
Process: 8572 ExecStart=-usr-bin-enww rvar-ossec-sbinswazuh-control start (code=exited, status=0-35UCCES3)
Tasks: 162 (limit: 9464)
Memory: 252 ._2HM
CPU: 16.441=
CGroup: rsystem.sliceswazuh-manager.service
8671 ~svar-ossecsframework-pythonsbin/python3 ~var-ossecrapi/scripts-wazuh_apid.py
—8676 ~var-ossec/framework-pythonsbin/python3 rvar-ossecrsapisscriptsswazuh_apid.py
8677 ~svar-ossecsframework-python/bin/python3 ~var-ossecrapi/scripts-wazuh_apid.py
—8680 ~var-ossec/framework-pythonsbin/python3 rvar-ossecrsapisscriptsswazuh_apid.py
8683 ~svar-ossecs/framework-pythonsbin/python3 ~var-ossecrapi/scripts-wazuh_apid.py
8721 rvar~ossecsbinswazuh-authd
8743 ~var-ossec/binswazuh—db
8758 rvar~ossecsbinswazuh-execd
8773 rvar-ossecsbinswazuh-analysisd
8787 rvar-ossec/binsuazuh-syscheckd
8799 rvar-ossec/binsuazuh-remoted
8816 ~var-ossec/binswazuh-logcollector
8830 ~var-ossec/binswazuh—monitord
8843 rvar~ossecsbinswazuh-nodulesd
9039 rpm —g aide
L9156 rpm —qa ——qf "“{nameX\tx{archi\tx{summary\tz{size\tz{epochits{releaseX\tx{version\tx{vendor \tx{installtime:dater\tx{group3t\n"”

:49 wazuh-server enul[B8572]1: Started wazuh-analysisd...
150 wazuh-server enw[8572]1: Started wazuh-syscheckd...
:51 wazuh-server enw[B5721: Started wazuh-remoted...
:51 wazuh-server enw[8572]1: 3tarted wazuh-logcollector...
:52 wazuh-server enw[B5721: Started wazuh-monitord...
:52 wazuh-server enwl88411: 2025-10-30 07:50:52 wazuh-modulesd:router: INFO: Loaded router module.
152 wazuh-server enul[88411: 2025-10,30 07:50:52 wazuh-modulesd:content_manager: INFO: Loaded content_manager module.
152 wazuh-server enwl88411: 2025-10-30 07:50:52 wazuh-modulesd: inventory-harvester: INFO: Loaded Inventory harvester module.
:53 wazuh-server enw[B5721: Started wazuh-modulesd. ..
th—ze e 1) i H onp leted




To start the wazuh dashboard type this command "sudo systemctl start wazuh-dashboard" and hit
enter key. Once you see these write, it shows the wazuh dashboard is running now.

| 8] Wazuh - VMware Workstation

File Edit View VM Tabs Help

Librar . . - o .- e o
orary Home Windows 10 Windows Server 2022 kali-linux-2025.2-vmware-am... » Wazuh

Loaded: loaded (susr-/librssystemd-ssystemswazuh-manager.service: ; preset: )
My C()nwputer fActive: active (running) since Thu 2025-10-30 07:50:55 UTC: S6s ago
i Process: 8572 ExecStart=susr-/binsenv rvar-ossecs/bin‘wazuh-control start (code=exited, status=0,SUCCESS)
Windows Sel Tasks: 162 (limit: 9464)
Memory: 252.2M
Windows 10 CPﬂ: 16.441s
CGroup: rsystem.sliceswazuh-nanager .sruicd
8671 svar-/ossec/framework/-pothsin bin/pythond rvar-ossecrapi-sscripts-swazuh_apid.py
» Wazuh 8676 svar/ossec/framewfrk pygthonsbinspythond rvar-ossecrapisscripts-swazuh_apid.py
8677 svar/ossec/fram@uiik/ pythonsbinspythond svar-ossecrapisscripts-swazuh_apid.py
8680 svar/ossec/frifetyrk/pythonsbinspythond svar-ossecrapi-sscripts-swazuh_apid.py
8683 svar-ossec/tganywork/-pythonsbin/python3d rvar-ossecrapi-sscripts-swazuh_apid.py
8721 ~var-ossgllazuh—authd
8743 svar-ossjc/binswazuh—db
8758 ~varQssec - din‘vazuh-execd
—8773 s~varsosyfcsbincwazuh-analysisd
—8787 svar-/ossec/binswazuh-syscheckd
8799 svar-ossecsbinswazuh-remoted
8816 svar-/ossec/binswazuh-logcollector
8830 ~var-ossecsbinswazuh-monitord
8843 svar-ossec/bin/wazuh-modulesd
9039 rpm —q aide
9156 rpm —ga —qf “w{nameIvtx{archivtz{summaryiti{size It {epochIsti{release vt {versionvt{vendor It {instal 1t ine :datedntx{groupstsn”

kali-linux-20:

Oct 30 07:50:49 wazuh-server enw[B5721: Started wazuh-analysisd...

Oct 30 07:50:50 wazuh-server enw[B5721: Started wazuh-syscheckd...

Oct 30 07:50:51 wazuh-server enul85721: Started wazuh-remoted...

Oct 30 07:50:51 wazuh-server envl[8572]1: Started wazuh-logcollector. ..

Oct 30 07:50:52 wazuh-server envl[8572]1: Started wazuh-monitord...

Oct 30 07:50:52 wazuh-server env[88411: 2025-10-30 07:50:52 wazuh-modulesd:router: INFO: Loaded router module.

Oct 30 07:50:52 wazuh-server env[88411: 2025-10-30 07:50:52 wazuh-modulesd:content_manager: INFO: Loaded content_manager module.
Dct 30 07:50:52 wazuh-server env[B8411: 2025,10-30 07:50:5Z2 wazuh-modulesd: inventory-harvester: INFO: Loaded Inventory harvester module.
Oct 30 07:50:53 wazuh-server envl[8572]1: Started wazuh-modulesd. ..

Oct 30 07:50:55 wazuh-server envl85721: Completed.

[uazuh-userfuazuh-server ~15 [ 4832.4978261 e1000: eth® NIC Link is Down

[ 4838.7352851 e1000: eth® NIC Link is Up 1000 Mbps Full Duplex, Flow Control: None

[wazuh-user@uazuh-server ~15 sudo systemctl start wazuh-dashboard
[wazuh-user@uazuh-server ~1§ SUa0 SUSTEMCT1 STatus wazlnh—-dashpoard
8 wazuh-dashboard.service - wazuh-dashboard
Loaded: loaded (retcrsystemd-systemswazuh-dashboard.service: ; preset:
fActive: active (running) since Thu 2025-10-30 08:23:27 UTC: 22s ago
Main PID: 13265 (use_node)
Tasks: 2 (limit: 9464)
Memory: 11.5M
CPU: 158ms
CGroup: rsystem.slicerwazuh-dashboard.service
13265 -binssh susr-share-swazuh—-dashboard-bin-suse_node
13271 susr-shareswazuh-dashboard- nodesbinsnode -v
[wazuh-userfuazuh-server 15




To check if the wazuh dashboard has started type this command "sudo systemctl status
wazuh-dashboard" and hit enter key. Once you see “active running”, it shows the wazuh
dashboard is running now.
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Library X ) ) .
Home Windows 10 Windows Server 2022 kali-linux-2025.2-vmware-am... » Wazuh
Type here t
Loaded: loaded (rusrslibrsystemd-systemsvazuh-@gpager.service; ; preset: )
= hﬂy C()nwputer Active: active (rumming) since Thu 2025-10-30 (Z@o%:55 UTC; 56s ago
Process: 8572 Exec3tart=rusrrbinsenu ruvar/ggsecslinswazuh-control start (code=exited, status=0,SUCCESS)
Windows Se Tasks: 162 (limit: 9464)
. Memory: 252.2M
Windows 10 CPU: 16.441s
kali-linux-20; CGroup: rsysten.sliceswazuh-managervse) vice
’ 671 suvarsossec/framéQoifpathonsbinspython3d svar-ossecrapisscriptsswazuh_apid.py
» Wazuh 676 rvar/ossecsfruewirkpythonsbinspython3 svarsossecrapisscriptsswazuh_apid.py

677
680

rvar/ossecgiggnigsrk-pythonsbinspython3
rvarsossed < frasework-pythonsbinspython3

svarsossecsapisscripts-swazuh_apid.py
svarsossecsapisscriptsswazuh_apid.py

683 svar-ogsec’ mework-pythonsbinspython3 rvarsossecrapisscriptsswazuh_apid.py
721 rvarsossicgh inswazuh—authd

743 rvar/ossec-binsuazuh-db

7598 rvarsossecsbinsuazuh—execd

773 rvarsossecsbinswazuh-analysisd

787 rvarsossecsbinswazuh-syscheckd

799 rvar/ossecsbinsuazuh-remoted

816 rvarrossecsbinswazuh-logecollector

830 rvar/ossecsbinswazuh—monitord

843 rvar-ossecsbinsuazuh-modulesd

9039 rpm -q aide

9156 rpm —ga —qf “x{nameXtix{architi{summarytx{sizeNtx{epochti{releasetx{versiontx{vendor vt {instal ltime :date I\t {grouprstin”

Oct 30
Oct 30
Oct 30
Oct 30
Oct 30
Oct 30
Oct 30
Oct 30

uwazuh—server env[85721:
vazuh—server enulB5721:
wazuh—server envlB57Z1:
uvazuh-server env[B85721:
wazuh—server envl[B572]1:
vazuh—-server enulB88411:
vazuh—server enulB88411:
uvazuh-server env[B88411:

Started wazuh-analysisd...

Started wazuh-syscheckd. ..

Started wazuh-remoted...

Started wazuh-logcollector. ..

Started wazuh-monitord. ..

2025-10-30 07:50:52 wazuh-modulesd:router: INFO: Loaded router module.

2025,10-30 07:50:5Z wazuh-modulesd:content_manager: IN Loaded content_manager module.
2025-10-30 07:50:52 wazuh-nodulesd:inventory-harvester: INFO: Loaded Inventory harvester module.
Oct 30 uvazuh-server env[B85721: Started wazuh-modulesd...

Oct 30 : uvazuh—server env[B85721: Completed.

[wazuh-userBuazuh-server 15 [ 4832.4978261 £1000: eth0 NIC Link is Doun

[ 4838.7352851 el000: eth0 NIC Link is Up 1000 Mbps Full Duplex, Flow Control: None

[wazuh-user@wazuh-server ~15_sudo sustemct]l start wazuh-dashboard
[wazuh-userfuwazuh-server ~15 sudo systemctl status wazuh-dashboard
8 wazuh-dashboard.service - wazuh-dashboard

Loaded :
fictive:
Main FID:

loaded (retc-systemd-system-wazuh-dashboard.service:
active (rumming) since Thu 2025-10-30 08:23:27 UTC: 22s ago
13265 (use_node)
Tasks: 2 (limit: 9464)
Memory: 11.5M
CPU: 158ms
CGroup: rsystem.slice-swazuh-dashboard.service
13265 binssh susrsshareswazuh-dashboard bin-use_node
13271 rusr/shareswazuh-dashboard/node/binsnode -u
[wazuh-userPuazuh-server ~15

; preset:




To start the indexer, firstly, enter
"sudo systemctl daemon-reload"
"sudo systemctl enable wazuh-indexer
"sudo systemctl start wazuh-indexer"

G  Wazuh - VMware Workstation - X
o . - 1
[y [N
File Edit View VM Tabs Help % D) ) |:|:| = O,
Library X ) ) g
Home Windows 10 Windows Server 2022 kali-linux-2025.2-vmware-am... » Wazuh
Type heret.. ¥
Active:! active (rumming) since Thu 2025-10-30 13:42:11 UTC: 20s ago
- hﬂy Ck)nﬁputer Process: 5041 ExecStart=susrsbinsenw rvar-sossecsbin-wazuh-control start (QpdfWexited, status=
. Tasks: 115 (limit: 9464)
Windows Se| Menory: 247.9M
. CPU: 6.476s
Windows 10 CGroup: -system.sliceswazuh—-nanager.service
kali-linux-20: 934 ~varrsossecsframewvork- pythonsbinspython3d cvarl geeapisscriptssvazuh_apid.py
‘ 935 ~var-ossecsframevorkspython bin python3 guiy/oggficrapisscripts-uazuh_apid.py
» Wazuh 936 ~varrsossecs francwork-pythonsbinspythond ~Qargssecsapirscripts- wazuh_apid.py

939 rvarrossecrs framewvork/python binspythondy vy ossecrapisscripts vazuh_apid.py
942 ~var-ossecs framevork-pythonsbinspudicls “Wir-ossecsapi-scripts-vazuh_apid.py
5145 rvarrossecsbin‘wazuh-authd

5166 rvarsossecsbincwazuh-db

5191 rvarrossecsbin‘wazuh-execd

5210 rvar-ossec/binswazuh-analysisd

5225 rvarrossecsbincwazuh-syscheckd

5243 rvarsossecsbin‘wazuh-renoted

5266 rvar-ossecs/binswazuh-logecollector

5281 rvarsossecs/binswazuh-monitord

5297 ruarsossecs/binswazuh-modulesd

5480 rpm -q aide

Oct :42:06 wazuh-server enu[50411: wazuh-logcollector: Process BB16 not used by Wazuh, removing. ..
Oct :42:06 wazuh-server env[50411: Started wazuh-logcollector...
Oct :42:06 wazuh-server enul[50411: wazuh-monitord: Process 8830 not wused by Wazuh, removing...

Oct 142:07 wazuh-server enu[50411: Started wazuh-momitord...

Oct t42:07 wazuh-server enw[50411: wazuh-modulesd: Process 8843 not used by Wazuh, removing...
Oct 142:07 wazuh-server enu[52951: 2025-/10-30 13:42:07 wazuh-modulesd:router: INFO: Loaded router module.
Oct 142:07 wazuh-server env[52951: 2025-/10-30 13:42:07 wazuh-modulesd:content_manager: INFO: Loaded content_manager module.
Oct 142:07 wazuh-server enwwl[52951: 2025-10-30 13:42:07 wazuh-modulesd: inventory-harvester: INFO: Loaded Inwentory harvester module.
Oct :42:09 wazuh-server enu[50411: Started wazuh-modulesd. ..
Oct :42:11 wazuh-server env[50411: Completed.
[wazuh-userBwazuh-server ~15 sudo systemctl start wazuh-dashboard
[uazuh-userfuazuh-server ~1§ sudo systemctl status wazuh-dashboard
B yazuh-dashboard .service - wazuh-dashboard

Loaded: loaded (retcr/systemd- systemswazuh-dashboard.service: : preset:

fActive: active (rumming) since Thu 2025-10-30 13:43:01 UTC: 16s ago

Main PID: 5616 (use_node)
Tasks: 2 (limit: 9464)
Memory: 5.4
CPU: 40ms
CGroup: ssystem.sliceswvazuh-dashboard.service
5616 ~bin-sh susrsshare-wazuh—-dashboard-bin-use_node
5628 rusrrshareswazuh-dashboard modesbinnode -u

[uazuh-userBuazuh-server ~15 sudo systemctl daemon-reload
[wazuh-userBwazuh-server ~15 sudo systemctl enable wazuh-indexer
Synchronizing state of wazuh-indexer.seruvice with SysU service script with ~usrslibrssystemdssystemd-sysu-install.
Executing: ~usr-/libssystemd-systend-sysv-install enable wazuh-indexer
[uazuh-userBuazuh-server ~15 sudo systemctl start wazuh-indexer
[wazuh-user@uazuh-server ~15 |




Login with the ip address (192.168.149.130) as in my case and enter the default password
and username which are both "admin"

v @ wazuh x @ (173) Installing Wazuh OVA on = X + - (m] X
« - C © Notsecure hitps://192.168.149.130/app/login? Y D ‘
a8 G Introduction to clou... E SOC Types and Role... ﬂ QuillBot Al E EndPoim == Curity -... E Log Management -... @ The Hacker News |... @ Cyber Security Webi... @ BrightTALK Cyberse... »

wdqazuh

The Open Source Security Platform

L2  Username

3] Password




Add an Agent (Windows Computer)

v @ Wazuh - Wazuh X @ (173) Installing Wazuh OVA on = X or - (m] X
& c © Notsecure hitps://192.168.149.130/app/wazuhi/overview/?_g=(filters:!(), refreshinterval:(pause:'t,value:0) time:(from:now-24h to:now))& _a=(columns:!(... ¢ i} ‘ :
ag 5 Introduction to clou... i SOC Types and Role... QuillBot Al faaj EndPoint Security -... wi LOg Management -... The Hacker News |... ©)i Cyber Security Webi... & BrightTALK Cyberse... »
oo < yP y g 9 QO Ly Y Qi Brig y

= Q WQZUh. v Modules a

Total agents Active agents L isconnected agents Pending agents Never connected agents

0 0 0 0

A\ No agents were added to this manager. | Add agent

SECURITY INFORMATION MANAGEMENT AUDITING AND POLICY MONITORING
% Security events @ Integrity monitoring ,L ?l Policy monitoring @ System auditing
[} 1
Browse through your security Alerts related to file changes, Verify that your systems are Audit users behavior, monitoring
alerts, identifying issues and including permissions, content, configured according to your command execution and alerting
threats in your environment. ownership and attributes. security policies baseline. on access to critical files.

“_rl—] Seciiritv eonfianration



Deploy new agent

Select one or more existing groups (7

Default o

° Select the package to download and install on your system:
o Run the following commands to download and install the Wazuh agent:

[
A LINUX 58 WINDOWS @ macos >4
Invoke-WebRequest -Uri https://packages.wezuh.com/4 x/windows/wazuh-egent-4.7.8-1 _mzi -OutFile
REM amdSd FPM aarchéd ntal ${env.tmp}\wazuh-agent; msisxec.exe /i S{env.tmp}iwezuh-agent /g WAZUH_MANAGER="102.168.149.13@°
0 M1 32/64 bits > 1 WAZUH_AGENT_NAME="Louis-Machine' WAZUH_REGISTRATIOM_SERVER="192.168.149.138
DEE amdéd DEB aarchéd Apple silican

@ For additional systems and architectures, please check our documentation .

o Start the Wazuh agent:

° Server address

This is the address the agent uses to communicate with the Wazuh server. Enter an IP address or a fully qualified MET START WazuhSwvc

domain name [FDGEM).

Assign a server address ()

192168149130

° Optional settings .
Chose the Agent you want to add e.g Windows PC

The deployment sets the endpoint hostname as the agent name by default. Optionally, you can set your own narmi Type_ln the |p addl’eSS Of the WaZUh Server e g 192 168 149 130

the field below.

Name the Agent you want to add e.g Louis-Machine
Open PowerShell in administrative mode as shown in the next

slide to run No. 4 & 5 command.
(@ The agent name must be unigue. It can't be changed once the agent has been enrolled. 3 Cllck Close & go baCk tO WaZUh daSh board tO see the agent

Assign an agent name 7

Louis-Machine > 3




@ Wazuh - Wazuh X @ (174) How wazuh agent add wi. X

(&) © Notsecure htp

-

~ >
{7 Introduction to clou... g SO( o] powerShe”I
O wazuh. v | Agnts )
& Apps  Documents Web  Settings  Folders Ph b 335 F L
Best match
I > | Windows PowerShell
System
¥ Administrator: Windows PowerShell = O X
Windows PowerShell e
Copyright (C) Microsoft Corporation. All rights reserved. W|ndOWS PowerShe”
Svetem
Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows Sysiem
PS C:\WINDOWS\system32> Invoke-WebRequest https://packages.wazuh.com/4.x/windows/wazuh-agent-4.7.8-1.msi
\wazuh-agent; msiexec.exe /i \wazuh-agent /q WAZUH_MANAGER='192.168.149.130' WAZUH_AGENT_NAME='Louis-
Machine' WAZUH_REGISTRATION_SERVER='192.168.149.130'
PS C:\WINDOWS\system32> NET START WazuhSvc L71 Open
The Wazuh service was started successfully.
E¥ Run as Administrator R
PS C:\WINDOWS\system32>
T E¥ Run ISE as Administrator
ICPTUS, MYSNH BEQI2LBVLIOW 2EBAEE=,Td5 T8 T¢3'I36,
/MIZNP-9B6ULY W2TEX6C 6X6 \T /mssnp-sBeur \d MYSNH WYWY@EK=, T35 T8 I¢a 736, MYINH VEEWL VVWE=, rorgsey Windows PowerShell ISE
b2 C:/MIVMDOMZ/2A2£6W3S> TUAOKE-MEpEsdneas pegebz i \\backgBsz " mexnp - cow\¢ ' X\MTUqOM2\MISNP-9BELL-¢" \ " Q-T "WaT s
TU2LSTT L6 T9L62f LOMELPPSTT +OL WEM Lesgrnhez guq TwbLoAswsufz| prcbz:\\gKs:we\p2MIugomz
obALTEUL (C) WIcLozorf cokboLsfTou: wIT LIBUL2 Lezelasq”
MTUQOMZ2 hLOMEL2NETT
T VQUINIZOILOL MINGOME HLOMELZHE| — O
BY PowerShell >
Search the web

o

Type powershell

Run as administrator

-
-

Search powershell




v 0 Wazuh - Wazuh

&« o & © Not secure

Y wWazuh, ~ | Agens

STATUS

Active (1)
Disconnected (0)
Pending (0}

@  Never connected (0)

Agents (1)
& dd!-p88 and Search
o Hame

001 Louis-Machine

Rows per page: 10 -

oo G Introduction to clou...

X B (174) How wazuh agent add wi. X -+

https://192.168.149.130/app/wazuh#/agents-preview/?_g=(filters:!(),refreshinterval:(pause:'t,value:0) time:(from:now-24h to:now)... & ¢ 3} = ‘ :

m SOC Types and Role...

Aclive

1

Last ragistered agent
Louis-Machine

IP address

192.168.148.1

B3 QuillBot Al

Disconnected
0
Group(s)
default

— (u] X

E EndPoint Security -... m Log Management -... @ The Hacker News |... ©i Cyber Security Webi... (& BrightTALK Cyberse... »

DETAILS EVOLUTION

Last 24 hours ~r

Panding Newver connected Agenls coverage
0 100.00%
Most active aga, Mo resLits fond
Louis * *achir.2
® Deploy new agent {0 Refrash by Export formatted [}
Oaerating system Cluster nade Versicn Status Actinns
Micrasoft Windows 11 Pra 10.0.26200.7019 nodell wd. 7.0 & aclive 3 & D
<12



Nitro Pro 10 Phishing

Ermail Inves|

'3 Wazuh Agent Manager

Search for apps, settings, and documents
(7] = St ; I I Manage I‘.‘ue.v Help

Oracle Google Wy ~ > 3
VirtualBox Cloud Cybe« Start
- Pinned Stop N 2 ore /p@
" == Restart | Q \9
VILC medi Google ' x >
el © = o @ .4

player Cloud Cyb« > ' @
Microsoft 365 Outlook Microsoft Store Status
Copilot
E : ‘. s
VMware Signup @ . ‘:j P m Exlt
- N
Workstati Wallarm Q. - ﬂ sranen snoggws oo —— 1&1‘9.1 :. \“'z

Xbox Solitaire & Pair Linked| ¥
8 s ok phabicik Authentication key [MDA)-:’E:-W- 2LUThY 2hpber

Casual Games

o

m_

APl Securit ...—-_: e
Asseasine == . - e Save J Refresh ’
Notepad Snipping Tool File Explorer

https://wazuh.com Revision 40704

-

Hagital Intern  Launchpac

Projoects Program

Recommended

roy

s Manage Agent Google Chrome
Capstone My Update Recently added & Ele s oe i apj
y added equently used app

Final Project Resume

capstone LOUIS OFFE

Louis Okperiruisi
form LETTER
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1

A
J Doynloads

— Dodiments

GMusc

»

»

PN Pictfres »
»

u Viddos b 4
»

f OnepPrive

Screpnshots
Waz}ih File Testir
Cybgrsecurity Tre

ossgc-agent

> [l woulss A15

v @ This PC

> Local Disk (C:)

> ﬁ Network

@ New

| Downloads

= Documents

»

»

PA pictures »
@ Music »
i3 Videos »
»

¥ OneDrive

Screenshots
Wazuh File Testir
Cybersecurity Tr¢

ossec-agent

> [l ouiss als

~ [ This PC

> Local Disk (C:)

> h Network

2 => Right click .

~ Devices and drives T
— =

Local Disk (C)

83.6 GB free of 476 GB

Name
libstdc++-6.dll
libwazuhext.dll
libwazuhshared.dll
libwinpthread-1.dIl
) UcEnsE

u local_internal_options

[H] manage_agents

) ossec

[ profile-10.template

[ REVISION
rsync.dll
syscollector.dll
sysinfo.dll

[ VERSION

D vista_sec

N sort

3. .

(8] @)

Copy Renajmne

Open

%%%[ﬁh‘"@ﬁllf

£

Open in new tab
Open in new window
Turn on BitLocker
Format...

Pin to Quick access
Pin to Start

Properties

Show more options

Enter

Alt+El

« > 1

@ New -~

i Downloads
—| Documents
PN Pictures
0 Music

u Videos

w OneDrive

Screenshots

% % % %N

Wazuh File Testir
Cybersecurity Trz

ossec-agent

> [ wouis's A15

D > ThisPC

Name

CISCO_CCNA
inetpub

Intel

PerfLogs

Program Files

Program Files (x86) I

SWSetup
Users
Windows

[ NTUSER.DA

D wazuh-age -t

= View ¥
Date modified
11/23/2023 5:.07 PM
11/23/2023 5:.07 PM
11/23/2023 5:.07 PM
11/23/2023 5:.07 PM
11/23/2023 3:59 PM
11/23/2023 3:59 PM
11/23/2023 5:06 PM
11/6/2025 8:12 AM
11/6/2025 6:53 PM
11/23/2023 12:17 PM
11/23/2023 3:59 PM
11/23/2023 5:07 PM
11/23/2023 5:.07 PM
11/23/2023 5:.07 PM
11/23/2023 3:59 PM

11/23/2023 12:17 PM

Type

Application extension
Application extension
Application extension
Application extension
Text Document
CONF File
Application

CONF File

Text Document
TEMPLATE File

File

Application extension
Application extension
Application extension
File

Text Document

~ [ This PC
> Local k (C)
> h Network
File Edit View
<l--

>

Local Disk (C)

T sort ~

Wazuh - Agent - Default configuration for Windows

More info at: https://documentation.wazuh.com

Mailing list: https://groups.google.com/forum/#!forum/wazuh

-->
<ossec_config>

<client>
<server>
<address>192.168.149.130</address>
<port>1514</port>
<protocol>tcp</protocol>
</server>

<config-profile>windows, windowsl1@</config-profile>

<crypto_method>aes</crypto_me
<notify_time>1@</notify_tim
<time-reconnect>66</time-rec
<auto_restart>yes</auto_resta
<enrollment>
<enabled>yes</enabled>

Cr,
%
O
O

<manager_address>192.168.149.130</manager_address>

<agent_name>Louis-Machine</agent_name>

</enrollment>
</client>

<l-- Agent buffer options -->

<client_buffer>
<disabled>no</disabled>
<queue_size>5000</quUeue_size>

<events_per_second>580</events_per_second>

¢/client buffers

View -
Date modified

10/5/2025 7:09 AM
6/8/2025 1:09 AM
11/5/2025 9:57 PM
4/1/2024 8:26 AM
11/6/2025 6:24 PM
11/1/2025 7:28 PM
6/12/2025 7:50 AM
6/28/2025 12:09 AM
11/5/2025 9:31 AM
9/18/2025 5:20 AM

11/1/2025 7:28 PM

9,

@ New ~

L Downloads

—| Documents

0 Music

»
»

PN Pictures »
»

n Videos »
»

©@% OneDrive

Screenshots
Wazuh File Testir
Cybersecurity Tre

ossec-agent

> [l Louis's A15

Name
Adobe
Advanced IP Scanner
Bonjour
Common Files
Google
HP
IIS Express
Internet Explorer
Lansweeper
ManageEngine
Microsoft
Microsoft SQL Server

Microsoft.NET

~ I This PC
MySQL
> Local Disk (C3)
Nitro
> h Network OPSWAT
I ossec-agent I

File  Edit  View

[T TYPYCT

¢!-- Policy menitoring -->

<rootcheck>
<disabled>no</disabled>
<windows_apps>./shared/win_applications_rcl.txt</windows_apps>
<windows_malware>./shared/win_malware_rcl.txt</windows_malware>

</rootcheck>

<!-- Security Configuration Assessment -->

¢sca>
<enabled>yes</enabled>
<scan_on_startyyes</scan_on_start>
<interval>12h</interval>
<skip_nfs>yes</skip_nfs>

</sca>

<l-- File integrity monitoring -->
<syscheck>

<disabled>no</disabled>

<!-- Frequency that syscheck is executed default every 12 hours -->
<frequency>4328@</frequency>

<|-- Default files to be monitored. -->

T sort ~

= View ~ .

Date modified
6/23/2025 8:42 PM
9/9/2025 5:50 AM
10/16/2025 8:56 PM
10/16/2025 8:55 PM
6/8/2025 7:56 AM
6/7/2025 11:58 PM
772472025 7:44 AM
10/29/2025 8:34 PM
7/24/2025 7:43 AM
9/18/2025 5:19 AM
6/8/2025 5:33 AM
772472025 7:43 AM
6/8/2025 7:26 AM
7/28/2025 7:01 AM
7/24/2025 11:27 PM
11/4/2025 2:05 PM

11/6/2025 6:48 PM

<directories recursion_level="@" restrict="regedit.exe$|system.ini$|win.ini$">¥WINDIR%</directories>

<directories>C:\Users\louis\Desktop\Wazuh File Testing</directories>

<directories whodata="yes" report_changes="yes" check_all="yes">C:\Users\louis\Desktop\Wazuh File Testing</directories>
<directories>C:\Users\emma.okperiruisi\Desktop\Test Folder</directories>
<directories whodata="yes" report_changes="yes" check_all="yes">C:\Users\emma.okperiruisi\Desktop\Test Folder</directories|

<directories recursion_level="0" restrict="at.exe$|attrib.exe$|cacls.exe$|cnd.exe$|eventcreate. exed|ftp. exe$|lsass.exes|net

$|reg.exe$|regedt32.exe|regsvr32.exe|runas.exe|sc.exe|schtasks.exe|sethc.exe|subst.exe$" >¥NINDIR%\SysNative</directories>



View all monitored directories by wazuh.

0 @ wazuh-Wazuh X

_|_

< O h—t—t-ps://‘l92.168.149.130/app/wazuh#/manager/?tab:configuration

= Q WGZUhI A\ Imanagemem CONTIguration

CIS-CAT |4 Modules

i1 Management directory

ant using CIS scanner and SCAP checks

System I e} Management > I ¢sy Administration ] Status and reports i > 2
Rules Status
Name
() Agents Decoders Cluster
Vulnerabi CDB lists Statistics ons are affected by well-known vulnerabilities
>_ Tools
Osquery Groups Logs stem as 3 high-performance relational database > 3
I Configuration I Reportii.
Inventory ition about system operating system, hardware, networking and packages
Active Re Security g by immediate response
Commant if the Command wodle
{4l Settings
Docker lis activity from Docker containers such as creation, running, starting, stopping or pausing events
Log data analysis
Name Description

Log collection

Log analysis from text files, Windows events or syslog outputs

I Integrity monitoring

Identify changes in content, permissions, ownership, and attributes of files

v
S

Agentless

Cloud security monitoring
Name

Amazon 53

Run integrity checks on devices such as routers, firewalls and switches

Description

Security events related to Amazon AWS services, collected directly via AWS API



M @ Wazuh-Wazuh % IS

&< O h-t-t-ps://192.168.149.130/app/wazuh#/manager/?tab:configuration

= N wazuh. v Management Configuration

Integrity monitoring essiE

Identify changes in content, permissions, ownership, and attributes of files

General Monitored Ignored No diff Who-data Synchronization

General

The settings shown below are applied globally

Integrity monitoring status

Interval (in seconds) to run the integrity scan

Time of day to run integrity scans

Day of the week to run integrity scans

Ignore files that change too many times

Alert when new files are created

Scan on start

Skip scan on CIFS/NFS mounts

Skip scan of /dev directory

Files limit

enabled

43200

no

no

yes

yes

im} @ Wazuh - Wazuh x
&

G OB ETRTEY hitps//192.168.149.130/app/wazuh#/manager/?tab=configuration

)] wazuh. v Management Configuration

Integrity monitoring [esste

Identify changes in content, permissions, ownership, and attributes of files

General Monitored Ignored

Monitored directories

These directories are included on the integrity scan

Ibin

[boot

fetc

[shin

fusr/bin

fusr/shin

No diff

C:\Users\emma.okperiruisil...

C:\Users\louis\Desktop\Wa...

Synchronization Files limit

Selected item

Enable realtime monitoring

Enable auditing (who-data)

Report file changes

Perform all checksums

Check sums (MD5 & SHAT1)

Check MD5 sum

Check SHAT sum

/bin

no

no

no

no

no



& C © Notsecure https;//192.168.149.130/app/wazuh#/overview/?_g=(filters:!(),refreshinterval:(pause:!t,value:0) time:(from:now%2Fd,to:now-12s))... 3¢ ) ,i, = ‘ .
a8 G Introduction to clou... E SOC Types and Role... E QuillBot Al E EndPoint Security -... E Log Management -... @ The Hacker News |... (© Cyber Security Webi... (& BrightTALK Cyberse... »
= (O WQzZUh. ~ | Modules a o

Total agents Active agents Disconnected agents Pending agents Never connected agents

2 2 0 0

SECURITY INFORMATION MANAGEMENT AUDITING AND POLICY MONITORING

S Security events :=ﬁ Integri.y monitoring ,l ‘H Policy monitoring _M_[v’ System auditing

Browse through your security
alerts, identifying issues and
threats in your environment.

Alerts related to file changes,

including permissions, content,

ownership and attributes.

Verify that your systems are
configured according to your
security policies baseline.

Security configuration
assessment

Scan your assets as part of a

configuration assessment audit.

Audit users behavior, monitoring
command execution and alerting
on access to critical files.



o W Wazuh - Wazun A Viruslotal integration - v A Viruslotal integration - v A a8 (1/0) File Integrity Monit A & Download Anfi Malware A
g g g

& C © Notsecure hitps://192.168.149.130/app/wazuh#/agents-preview/?_g=(filters:!() refreshinterval:(pause:!t,value:0) time:(from:now%2Fd, to:no...  ¥¥ D

a8 S Introduction to clou... E SOC Types and Role... ﬂ QuillBot Al E EndPoint Security -... E Log Management -... @ The Hacker News |... ©i Cyber Security Webi... (& Brigt
= (O WwaAzuh. Vv Agents
S
2
@ Active (2) ) . .
Active Disconnected Pending Never connected Agents coverage 1.5
@ Disconnected (0) 2 0 0 100.00% E
Q
o
Pending (0) 0.5
! .5 registered agent Most active agent 0
@® Neverconnected (0 . . . . ;
© virtualMachine Louis-Machine 06:00

timestamp per 5 mir

Agents (2) @ Deploy new agent C Refresh &y Export for
() 1id!=800 and  status=active WQL

ID Name IP address Group(s) Operating system Cluster node Version Status

001 Louis-Machine 192.168.149.1 default Microsoft Windows 11 Pro 10.0.26200.7018 node01 v4.7.0 ® active ¢
002 virtualMachine 192.168.149.128 default Microsoft Windows 10 Pro 10.0.19043.928 node01 vd.7.0 ® active (

Rows per page: 10 v



The three (3) cases of file integrity check (Modify, Add, & Delete)

v @ wazuh - Wazuh x @ virusTotal integration- . X | @ VirusTotal integration- 1. X | @ (178) File Integrity Monit X @ Download Anti Malware X | + — o X
& & © Notsecure https://192.168.149.130/app/wazuh#/agents?tab=welcome&agent=0018&_g=(filters:!(),refreshinterval:(pause:'t,value:0) time:(fro... ¥x 3 ,i, = ‘
28 G Introduction to clou... E SOC Types and Role... ﬂ QuillBot Al EndPoint Security -... g Log Management -... @ The Hacker News |... © Cyber Security Webi... (&) BrightTALK Cyberse... »
= Q wdazu h., v Agents Louis-Machine a @
Security events I Integrity monitoring I SCA More... v [& Inventory data =) Stats €3 Configuration

ID Status IP address Version Groups Operating system Cluster node Registration date

001 ® active 192.168.149.1 Wazuh v4.7.0 default Microsoft Windows 1... node01 Nov 1, 2025 @ 19:29:39.000

Last keep alive
Nov 2, 2025 @ 15:22:28.000

~ 15 hours ago to ~ a few seconds ago

2 . v : 4
MITRE K4 Compliance PCI DSS FIM: Recent events
i Time - Path Action Rule descrip...  Rule Level Rule Id
Top Tactics “ ® 1025(275)
_ Nov 2, 2025 @ L .
Persistence 255 ® 102424 c\users\lo.. modified Integrity c... 7 550
15:09:25.791
Defense Evasion 250 ® 10601
Nov 2, 2025 @ ‘\users\| dded File add 5 554
Initial Access 245 ® 106.1(10) 15:08:58.992 cusersyio.. - adde i adde...
Privilege Escalation 245 8.1.2(10) Nov 2, 2025 @
' c\users\lo.. deleted File delet... 7 553

Impact 26 15:08:58.992




hd @ Wazuh - Wazuh x o VirusTotal integration - I~ X 0 VirusTotal integration - = X @ (178) File Integrity Monit. X @ Download Anti Malware X + - o X

&« 5 C © Notsecure  htips://192.168.149.130/app/wazuh#/overview/?tab=fim&tabView=panels& g=(filters:\() refreshinterval:(pause:ltvalue:0)t... @ v EI' .i, = ‘ :

R G Introduction to clou... E SOC Types and Role... ﬂ QuillBot Al E EndPoint Security -... E Log Management -... @ The Hacker News |... @ Cyber Security Webi... @ BrightTALK Cyberse... »

= Q wdazu h., v Modules Louis-Machine Integrity monitoring ® a @
Inventory Dashboard I Events I () Louis-Machine (001) X [3) Generate report

[2) v~ Search DQL E v ~ 16 hours ago - ~ a few seconds ago

manager.name: wazuh-server | rule.groups: syscheck  agent.id: 001 + Add filter

A al A
Most active users < Actions e Events e
1 - @ added
0.8 ® deleted
dified
xdified (33.33%) added (32.33%) Cooe ® modifie
=
o
O 0.4
: 0
louis (100%) eleted (33.33%) 03:00 06:00 09:00 12:00 15:00
timestamp per 10 minutes
A A A
Files added L4 Files modified L Files deleted [
@ ci\users\louis\deskt... @ c:\users\louis\deskt... © c:\users\louis\deskt...

M\ M\



v @ wazuh - Wazuh X o VirusTotal integration - v X o VirusTotal integration - I X @ (178) File Integrity Monit X

@ Download Anti Malware X + —

& c © Notsecure hitps://192.168.149.130/app/wazuh#/overview/?tab=fim&tabView=panels&_g=(filters:|(),refreshinterval:(pause:'tvalue:0)t.. & v¢ D .L =
a8 S Introduction to clou... E SOC Types and Role... ﬂ QuillBot Al E EndPoint Security -... E Log Management -... @ The Hacker News |... © Cyber Security Webi... (& BrightTALK Cybers
— Q WC]ZUh, Y Modules Louis-Machine Integrity monitoring ®
Inventory Dashboard Events (?) Louis-Machine
) v Search DQL ~ ~ 16 hours ago - ~ a few seconds ago
manager.name: wazuh-server | rule.groups: syscheck @ agent.id: 001 =+ Add filter
wazuh-alerts-* = 3 hits
Q Search field names Nov 2, 2025 @ 00:00:00.000 - Nov 2, 2025 @ 15:35:23.779  Auto “
3
(& Filter by type 0
2.5
Selected fields .
- 2
t rule.description § 15
(3]
t rule.id 1
0.5
# rule.level
4
t syscheck.event 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00
t syscheck.path timestamp per 10 minutes
Available fields Time « syscheck.path syscheck.event rule.description rule.level r
t agent.id
5 Nov 2, 2825 @ 15:89:25.791 c:\users\louis\desktop\wazuh file testing\tes modified Integrity checksum change 7 5
t agent.ip t.txt d.
t agent.name
is\desktop\wazuh file testing\yes deleted File deleted. 7 5
t data.aws.accountld 1.txt
t data.aws.region s Nov 2, 2825 @ 15:88:58.992 c:\users\louis\desktop\wazuh file testing\yes added File added to the system. 5 5



File Modification

@ Wazuh - Wazuh

C

© Not secure

G Introduction to clou...

N wazuh. v

data.aws.region
decoder.name
full_log

id

input.type
location
manager.name
rule.firedtimes
rule.gdpr
rule.gpg13
rule.groups
rule.hipaa
rule.mail
rule.mitre.id
rule.mitre.tactic
rule.mitre.technique
rule.nist_800_53
rule.pci_dss
rule.tsc

syscheck.attrs_after

X

o VirusTotal integration - I~ X

taa; SOC Types and Role...

Modules

Table JSON

@ Q [ B

Louis-Machine

t

t

B3 Quillgot Al

_index

agent.id

agent..>
agent.name
data.aws.accountId
data.aws.region
decoder .name

full_log

id
input.type

location

o VirusTotal integration - . X

taa; ENndPoint Security -...

@ (179) File Integrity Monit X

https//192.168.149.130/app/wazuh#/overview/?tab=fim&tabView=panels&_g=(filters:!(),refreshinterval:(pause:!t, value:0),t...

Log Management -... @ The Hacker News |...

Integrity monitoring @

wazuh-alerts-4.x-2625.11.82

861

192.168.149.1

Louis-Machine

syscheck_integrity_changed

@ Download Anti Malware X

Q w

(©i Cyber Security Webi...

> File 'c:\users\louis\desktop\wazuh file testing\test.txt' modified

Mode: whodata

Changed attributes: size,mtime,md5, shal, sha256
Size changed from '421' to '636'

01d modification time was: '1762876741', now it is

01d md5sum was: '4bdb8f63957e85196aace3d4ad21fd42’
Maw mARenim die - "2?2R7~afhdAafffdRA~TFRaQTAIARTaT?40A2"

1762892565.3841798@

log

syscheck

'1762892564"

+ —

2 &

(@i BrightTALK Cybe



File Deletion

&

- - - - -

-

- -

-

- - -

-

@

-

-

-

-

-

-

-

-

@ wazuh - Wazuh x o VirusTotal integration - I~ X o VirusTotal integration - I+~ X B (179) File Integrity Monit X @ Download Anti Malware X +

c © Notsecure  https://192.168.149.130/app/wazuh#/overview/?tab=fim&tabView=panels&_g=(filters:!(),refreshinterval:(pause:'tvalue:0) time:(f.. & v D

G Introduction to clou... E SOC Types and Role... ﬂ QuillBot Al E EndPoint Security -... E Log Management -... @ The Hacker News |...

0 wazuh. v Modules Louis-Machine Integrity monitoring ®

5 NOV 2, ZUZD W I9I0Y:Z5./91  CI\USErs\louls\OesKTOop\Wazun T1lle TeSTINg\TeST.TIXT moalTied
agent.ip

agent.name No\.r 2, 2825 @ 15:88:58.992 c:\users\louis\desktop\wazuh file tes ing\yesl.txt deleted

data.aws.accountld
Expanded document

data.aws.region

decoder.name Table JSON
full_log i
t _index w7 a-alerts-4.x-20825.11.82
id
input type t agent.id 801
location t agent.ip 192.168.149.1
manager.name
t agent.name Louis-Machine

rule firedtimes

rule.gdpr

A QB t data.aws.accountId

rule.gpg13

t data.aws.reglon
rule.groups
rule.hipaa t decoder.name syscheck_deleted
rule.mail

t full_log File 'c:\users\louis\desktop\wazuh file testing\yesl.txt deleted
rule.mitre.id Mode: whodata
rule.mitre.tactic .

t id 1762892538 .3848437
rule.mitre.technique
rule.nist_800_53 ¢ anput.type 1og
rule.pci_dss t location syscheck
rule.tsc

t manager.name wazuh-server

syscheck.attrs_after

syscheck.audit.process.id t rule.description File deleted.

- o X

5;‘ :

(© Cyber Security Webi... (i BrightTALK Cyberse... »
a @
1NTegrity Cnecksum cnangea. 1 559
File deleted. 7 553

View surrounding documents

View single document



File Addition

v @ Wazuh - Wazuh

X

o VirusTotal integration - |

o VirusTotal integration- I X B (179) File Integrity Moni

@ Download Anti Malware X +

o X

& C © Notsecure https://192.168.149.130/app/wazuh#/overview/?tab=fim&tabView=panels&_g=(filters:!(),refreshinterval:(pause:lt value:0) time:(f.. & v D = ‘ :
a8 G Introduction to clou... E SOC Types and Role... ﬂ QuillBot Al E EndPoint Security -... E Log Management -... @ The Hacker News |... (& Cyber Security Webi... (& BrightTALK Cyberse... »
= Q wazuh. v Modules Louis-Machine Integrity monitoring ® a &)
Available fields Time - syscheck.path syscheck.event rule.description rule.level rule.id

t agent.id

5 Nov 2, 2025 @ 15:89:25.791 c:\users\louis\desktop\wazuh ..  trscing\test.txt modified Integrity checksum changed. 7 558

t agentip

t agentname 5 Nov 2, 2025 @ 15:88:58.992 c:\users\louis\desktopl az'h “ile testing\yesl.txt deleted File deleted. 7 553

t data.aws.accountld

~ Nov 2, 2025 @ 15:88:58.992 c:\users\louis\dc=kte \wazuh file testing\yes112.txt added File added to the system. 5 554

-

data.aws.region

decoder.name

-

-

full_log

t id

-

input.type

location

-

-

manager.name

rule firedtimes

L3

-

rule.gdpr

-

rule.gpg13

-

rule.groups

-

rule.hipaa
@ rule.mail

rule.mitre.id

-

rule.mitre.tactic

-

-

rule.mitre technigue

rule.nist_800_53

-

-

rule.pci_dss

rule.tsc

-

-

syscheck.attrs_after

-

syscheck.audit.process.id

-

syscheck audit process.name

-

syscheck audit user.id

= Expanded document

Table

@

&

JSON

f @

t

t

_index

agent.id

agent.ip

agent .name
data.aws.accountId
data.aws.region
decoder .name

full_log

id
input.type
locatien
manager .name

rule.description

wazuh-alerts-4.x-2625.11.82
a1
192.168.149.1

Louis-Machine

syscheck_new_entry

File 'c:\users\louis\desktop\wazuh file testing\yes112.txt' added
Mode: whodata

1762892538.3839674
log

syscheck
wazuh-server

File added to the system.

View surrounding documents

View single document



File Monitoring alert message sent to slack channel

@ Search Security Analyst

Direct messages v Unreads @ < louis

@ Messages (7 Add canvas +°

1=

#= T 53 new messages X

Today at 7:22 AM

Q. Find a DM

<¥ Slackis better when everyone’s
here. Add your team and get the
conversation started.

File deleted.
Add Coworkers Eile

'c:\users\iouis\desktop\wazu
. louis (you) 1min €
Alert_security: File deleted.

WAZUH Alert

h file testing\3rd.txt' deleted
Mode: whodata

Agent

(001) - Louis-Machine
Location

syscheck

Rule ID

553 (Level 7)

Today at 7:22 AM

Jot something down

+ ha © -

im) @ Wwazuh - Wazuh x ISR

& C CEEEED -ps//192.168.149.130/app/wa... Q ¥y | & | =

Modules Louis-Machine

A wazuh. v

Integrity monitoring @

Coun

timestamp per 30 minutes

Time + syscheck.path syscheck.event
5 Nov 6, 2025 @ B87:22:86.831 c:‘\users\louis\d deleted
esktop\wazuh fil
e testing\3rd.tx
t

5 Nov 6, 2025 @ B87:22:81.336 c:‘\users\louis\d deleted
esktop\wazuh fil
e testing\new te
*t document.txt

3 Nov 6, 2825 @ 87:22:01.332 c:\users\louis\d added
esktop\wazuh fil
e testing\6th no
v.txt

3 Nov 6, 2825 @ @7:2

—_

:52.598 c:\users\louis\ added
esktop\wazuh fil
e testing\new te
xt document.txt

3 Nov 5, 2825 @ 208:19:45.245 c:\users\louis\d deleted
esktopi\wazuh fil
e testing\2nd.tx
t

3 Nov 5, 2025 @ 20:10:4!@® @ c:\users\louis\d added
esktop\wazuh fil
e testinn\farth

rule.description

File deleted.

File deleted.

File added to the s
ystem.

File added to the s
ystem.

File deleted.

File added to the s
ystem.
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Restart Wazuh-Server after windows agent configuration

‘ (e
- Py )
Nitro Pro 10 Phishing -

Email Inves

£ Q. Search for apps, settings, and document: s

(2] Manage | View Help .3
Oracle Google 1253 >

VirtualBox Cloud Cybe Start

" = S 001) - any
] - —- Restart
VLC media Google ‘ *ﬂ v B 4

\'4 Wazuh Agent Manager X

v

player Cloud Cybe e M365
Microsoft 365 Qutlook Microsoft Store Status

B | e

- -

VMware Signup m 05-‘1' 2 m Exit 168149130
Workstati.. ‘Wallarm A = J 055w onongwe 88 ¢ — - 3 X :
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Linking Wazuh to my
Slack account, for
possible alert.




Signup on Slack and create a new workspace

= =)

1 °
°
Home

T .

c > 9

Mentor Me Collective -

(=) Threads

69

Huddles

Search Mentor Me Collective

& G

+ Sign in to another workspace

Create a new workspace

Find workspaces

&

Files

LN ]

More

A

emeia_cloud_cs_sm25

P DDPDDH HHDHD

Channels

events

gclp-support
introductions

job-board

pets-of-mmc
sm25_gclp_community
sm25_gclp_cs_trackleads
sm25_gclp_trackleads

Browse all channels

O

Nl

Drag and drop important stuff h reo

{ Profile
(N \ /O

Okperiruisi Louis
gclp cloud cybersecurity, Track_Lead ',

+ Add name pronunciation
+ Add pronouns
® Active

@ 9:54 PM local time

Set a status View as

Contact information

Email address
louistinteds2001@gmail.com

+ Add Phone

About me

+ Add Start Date

Edit

Edit

Edit



Visit https://docs.slack.dev/messaging/sending-messages-using-incoming-
webhooks/ to generate Webhook Url

D | . Wazuh| : Centra|| Q resume| (198) W

Downl¢ integra Linking Linking .." chgin|‘-.‘0 new-ch| hd (28) Ink| Q 5|ackir| o Extern: -." Se x 4+ = () X

@] (@J https://docs.slack.dev/messaging/sending-messages-using-incoming-webhooks Q) ﬁ?) 3 L &8 -5

Slack
Developers Guides  Reference Samples Tools Changelog  Developer Program  Yourapps (& l:l

from & Salesforce

- — ' —

Slack platform here. Otherwise, read on!

Quickstart — T AY Create an app
2

Gettlng started With Choos# how you'd like to configure your app’s scopes and settings.

From almanifest
Use a rhanifest file to add your app’s basic info, scopes,
setting$ & features to your app.

Resources

Ali ]
N apps We're going to walk through a 4-step pro«

APIs even easier) that will have you posting mi

App management

1. Create a Slack app (if yo

App manifests

From scratch
Use our configuration Ul to manually add basic info, scopes,
settings, & features to your app.

Admin resources

Create an app

Authentication
Pick a name, choose a workspace to asso

Block Kit posting lots of test messages, so you may

Need help? Check our documentation, or see an example

>
>
>
>
>
>
>
>

Create App. If you've already created an i
prepared! @

Enterprise

GovSlack

Tntaractivibhe Generating incoming

2. Enable incoming webhooks webhook URLs

nraararamaticslhs




C | O https://api.slack.com/apps?new_app=1 A Ty 3 = ‘—l’A a g

Name app & choose workspace

App Name

[ F..g. Super Service

T DON L WOTITY - yOUT L= 3 JIETO change this 1ater.

Pick a work -pace to develop your app in:

S~lecsa workspace

Keep in mind that you can't change this app’s workspace later. If you leave the
workspace, you won't be able to manage any apps you've built for it. The
workspace will control the app even if you leave the workspace.

Sign into a different workspace

By creating a Web API Application, you agree to the Slack APl Terms of Service.

Create App




rel . resum| B3 (198)' & Downl| © integr{ © Linking © Linkind -, Login ._"Lq new-c/| « (28)In| @ slackillo Extem|

ii.slack.com/apps/A09REHE7917/incoming-webhooks?

W Aetsecuriy  ~ [ncoming Webhooks

A a a a P a P s 2l _ .
D | . WazuFl ¢ Centra| @ resum( (2 (198)\| @ Downl| . integr{f ©. Linkind © Linkincf ., Login | 5~ new: (l M (29) Inl Q, slack nl o I Set‘l:ings
& O | O nttpsy//apislack.com/apps/A09REGP561X?created =1 Basic Information Activate |nC0|T|ing Webhooks m —> 1
" i Collaborators Incoming webhooks are a simple way to post messages from external sources into Slack.
'-| 2 SIGCk d p| Socket Mode They make use of normal HTTP requests with a JISON payload, which includes the

Install App message and a few other optional details. You can include message attachments to

Manage Distribution display richly-formatted messages.

W Alert_security Basic Information

Adding incoming webhooks requires a bot user. If your app doesn't have a bot user, we'll

Features
Settings add one for you.
g App Home
App Credenﬁals Agents & Al Apps Each time your app is installed, a new Webhook URL will be generated.
Collaborat i i
o : ora (;rs These credentials allow your app to access the Slack API. Thav z = < cret. Please don't Work Object Previews If you deactivate incoming webhooks, new Webhook URLs will not be generated when
Socket Mode share your app credentials with anyone, include them in pt blic ode repositories, or Workflow Steps (new] your app is installed to your team. If you'd like to remove access to existing Webhook
Install App store them in insecure ways. Tl S URLSs, you will need to Revoke All OAuth Tokens.
Manage Distribution -
App ID Date of App Creation reoming e s
Features ‘ AOIREGPSE1X ‘ ‘ N Tp— ‘ Interactivity & Shortcuts
ovember 4,
App Home L )1 Slash Commands Webhook URLs for Your Workspace
Client ID

Agents & Al Apps [NEw]
Work Object Previews...
Workflow Steps (NEw)

Org Level Apps

Incoming Webhooks

Interactivity & Shortcuts

Slash Commands

‘ 9841271153926.9856567176065

Client Secret

ssssssssss

Show | Regenerate

You'll need to send this secret along with your client ID when making your oauth.v2.access

request.

Sionino Serrat

Steps from Apps
OAuth & Permissions
Event Subscriptions

User ID Translation
App Manifest (New]

Beta Features

Submit to Slack
Marketplace

Review & Submit

Give feedback

Slack w

To dispatch messages with your webhook URL, send your message in JSON as the body
of an application/ison POST request.

Add this webhook to your workspace below to activate this curl example.

Sample curl request to post to a channel:

curl -X POST -H 'Content-type: application/json' --data '{"text":"Hello, World!"}'
YOUR_WEBHOOK_URL_HERE

Webhook URL Channel Added By

No webhooks have been added yet.

Add New Webhook




(C | O https://security-analyst-org.slack.com/oauth?client_id=9841271153926.9856592247041&scope=incoming-webhook&user_scope=&redire... A 1y 3 =

- slack

| |

Install the "Alert_security"” app Review app permissions
in Slack
This app was created by a member of your workspace,
Security Analyst.
Cancel Install Alert_security >3
Workspace
2 Security Analyst v > 1

Channel for webhook

Chose the channel
you created earlier




W Alert_security -

Settings

Basic Information
Collaborators
Socket Mode

Install App

Manage Distribution

Features

App Home

Agents & Al Apps [New)
Work Object Previews [New]

Workflow Steps
Org Level Apps

Incoming Webhooks

Interactivity & Shortcuts

Slash Commands

Steps from Apps
OAuth & Permissions
Event Subscriptions

User ID Translation
App Manifest [new]

Beta Features

Submit to Slack
Marketplace

Review & Submit

Give feedback

© https://api.slack.com/apps/A09RE6HE7917/incoming-webhooks?success=1

Incoming Webhooks

Activate Incoming Webhooks [ on @)

Incoming webhooks are a simple way to post messages from external sources into Slack.
They make use of normal HTTP requests with a JSON payload, which includes the
message and a few other optional details. You can include message attachments to
display richly-formatted messages.

Adding incoming webhooks regr.. *s 3 oot user. If your app doesn't have a bot user, we'll
add one for you.

Each time your app is in. ta.'ed, a new Webhook URL will be generated.

If you deactivate i. oc.ning webhooks, new Webhook URLs will not be generated when
your app is insta.’ ~d to your team. If you'd like to remove access to existing Webhook
URLs, you will need to Revoke All OAuth Tokens.

Webhook URLs for Your Workspace

To dispatch messages with your webhook URL, send your message in JSON as the body
of an application/ison POST request.

Add this webhook to your workspace below to activate this curl example.

Sample curl request to post to a channel:

curl -X POST -H 'Content-type: application/json’ --data "{"text":"Hello, World!"}'
https://hooks.slack.com/services/T@9QR7Z4AHTE/BRIQCOPQ2PY/ zdhwkDtmiEgCUKjBeH2Dx1if Copy

Webhook URL Channel Added By

louis
(0]

Nov 4, 2025

| https:/hooks.slack.com/services/TO?QRY Copy louis

A 4

Copy the Webhook URL
to be used in ossec.conf



& * Search Security Analyst

Security Analyst v
s7 Upgrade to Pro

¢ Starred

Drag and drop important stuff here

v Channels

1t all-security-analyst
# new-channel

1 social

+ Add channels

v Direct messages

¢ louis you

+ Invite people

<4 Unread mentions

Slack works better when you use it
together.

& Invite teammates

+ Apps

75 ¢ louis

@ Messages () Add canvas +°

louis (you) €

This is your spz-c. Draft messages, list your to-dos, or keep links
and files henr.y. You can also talk to yourself here, but please bear
in mind vou'll have to supply both sides of the conversation.

Cuit Profile Upload Profile Photo

Yesterday -

louis 11:58 P
\

, This shows it has

added an integration to this channel: Alert_securit
Yidied an nteg security >

B I US & == I= <«
Jot something down

+ Aa ® @ O ¢

+
. Al is turned on for Security Analyst. Learn more

been created



Wazuh Server configuration: Copy code from the Wazuh website into ossec.conf in wazuh-server

(G | @ https;//documentation.wazuh.com/current/user-manual/manager/integration-with-external-apis.html Q & o '
Wq Z U h Platformv Cloud CTI Documentation Servicesv Partnersv  Companyv  Version 414 (current)
L]
&
Q A / Usermanual / Wazuhser e / External APl integration
Getting started 2. Append the ~ontiguration below to the /var/ossec/etc/ossec.conf file onthe Wazuh server. Replace
) <WEBH0K_JRL> with your incoming webhook.
Quickstart
‘ ‘ -
Installation guide T
Installation alternatives <integration>
<name>slack</name>

ser manual ~ <hook_url><SLACK _WEBHOOK URL></hook _url> <!-- Replace with your Slack hook URL -->
<alert_format>json</alert_format>

Wazuh server ~ </integration>

</ossec_config>
Wazuh manager

Indexer integration
Note You can set a JSON object with customization fields using the options tag. Visit the Slack API

Alert management ) ) i o }
reference for information about available customization fields.

Event logging

} External APl integration 3.Restart the Wazuh manager to apply the changes:

s lina moacbhanicome f 1



Open Wazuh-Server to configure slack alert

M @ wazuh - Wazuh % Q) VirusTotal integratio % | @) Centralized configu: X | EB (206) Wazuh + Wine 3 | @ Download Anti Mah. X | 4 new-channel (Chane X | + - &

<« O #ﬂ-l-pl.-:fﬁ?!.]E-E.1-1-9.'I30.-'":1;.‘.pf'l.-'.'afuhﬂ.-’m':r'..':r_'w.”_g (filters:1(), refreshinterval{pause: t value-0) time: (fromonow-24h tocnow)) 8_a=(colu... ©7 I J-‘ z ses |

= (O wazuh.

EaY

B

"It Modules

i Management directory

{3 Management

il Agents

> Tools

wl

W Security

it} Settings

{=; Administration

s

Pending agents

+ 1 a @

Mever connected agents

£ &'aius and reports

:20

AUDITING AND POLICY MOMITORING

Rules Status

Decoders Cluster

COB lists Statistics

Groups Logs .

Configuration Repaorting :!:T 1!: ﬁc‘licy monitoring

THREAT DETECTION AND RESPOMSE

‘Warify that your systems are
configured according to youwr
security policies baseline.

Security configuration
assessment

SCan your assels as paf of a

configuration assessment awdil.

-3 —A.Ltv:' System auditing

Audit users behavior, monikoring
command execution and alerting
on access o critical files.

REGULATORY COMPLIAMCE



O wazuh. v Management

Configuration

Main configurations

Name
Global Configuration
Cluster

Registration Service

Alerts and output management

Name
Alerts

Integrations

Auditing and policy monitoring
Name

Policy monitoring

y u

Configuration

G Refresh

Descripti s
GlaLal and remote settings
‘Mlaster node configuration

Automatic agent registration service

Description
Settings related to the alerts and their format

Slack, VirusTotal and PagerDuty integrations with external APls

Description

Configuration to ensure compliance with security policies, standards and hardening guides

¢ Edit configuration




D @ wx

Centra

Q resumll’ (198)\| @ Down!| = integr{ © Linkind © Linkind -~ Login .,O new-c -~ (28)In| @ slacki| ¢ Bxtern

&< O h{-t-pe;://‘l92.168.149.130/app/wazuh#/manager/?tab:configuration

Q wazu h, A Management Configuration

< Manager configuration C Refresh

Edit ossec.conf of Manager

LL
23~
24
25
26
27
28~
29
30
31
32
33
34
35
36
37~
38
39
40
41 ~
a4’

<alerts>
<log_alert_level>3</log_alert_level>
<email_alert_level>12</email_alert_level>
</alerts>

< Sendir .‘;" Slackil aF = o
OBl &

a
[5] Save ‘ C Restart Manager

<integration>

<name>slack</name>
<hook_urlphttps://hooks.slack.com/services/TO90R7Z4HT8/BO9QCDPO2P9/zdhwkDtmiEgCUKj@eH2Dx1ifl</hook_url>

<alert format>json</alert_format>
|[<level>7</level> |
</integration>

¢!-- Choose between "plain", "json", or "plain,json" for the format of internal logs -->
<logging>

<log_format>plain</log_format>
</logging>

<remote>

frnnnartinnscaciiras lrannactinns




Visit https://www.eicar.org/download-anti-malware-testfile/ to download Malware test
file and watch Window Defender trigger alert and send message to wazuh and Slack.

1] | eicar test file - Search ¥ & Download Anti Malware Testfile - > = —— — (] pod
= T =T] f W I Wars ctfilaes =y [ L) = ~1 “as
~— (5 httpsy/fwww.eicar.org/download-anti-malware-testfile; B L = ,:, -,'h
R, 498194998499 CONTACT -

efcor QA —

B el R T L WL D T

.
using the secure, SSL enabled protocol HTTPS I
EICAR.COM EICAR.COM.TXT EICAR.COM.ZIP EICAR.COM-
_ 2.ZIP
Com-file 1 Text-file 1 Zip-file
68 Bytes 658 Bytes 184 Bytes 1 Zip-file

05 Buie
& DOWNLOAD & DOWNLOAD & DOWNLOAD & DOWNLOAD I



https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/

Malware detected & triggered on wazuh, message sent to Slack Channel immediately
- ________________________________________

im] 0 Discover - Wazuh X wazuh documentation - S¢ X | windows defender wazuh « X ‘ (209) Wazuh + Windows [ X ‘ @& Download Ani

& C h{-tps:/ﬂ92.168.149.130/app/discover#/?7g:(ﬂlters:!(),query:(\anguage:kuery,query:"),refresh\mterva\:[pause:!t,\/a\ue:()),time:(from‘

“Q  Search Security Analyst Q ©) - s
o = O Discover New
m 2] Direct messages v Sareacs @ w3 o louis Q e ¢ ugtE L Sy S ask u
Home # rulefiredtimes
L]
o Q Find 2 DM [ Messages (% Add canvas + — t data.win.system.threadID 24892
(001) - Louis-Machine +3 = = t rule.gpgl3 t data.win.system.version ]
- . t rule.groups
Slack is better when everyone’s here. Add your team Location o t decoder.name windows_eventchannel
i EventChannel 4] ruleipaa
and get the conversation started. . - 762425559 3435875
Rule ID
Add Coworkers 62123 (Level 12) i rule.nfa ¢ input.type log
# rulelevel
Today at 11:44 AM
'oday al @ rulemi t location EventChannel
louis (you) Just now @ ¢ nilemitreid ; ;
WAZUH Alert manager .name wazuh-server
Alert_security: Windows Defender: Antimalware Wind Defender: Antimal 2t detected potentiall ted soft 0 t rulemitre tactic
. indows Defender: Antimalwarc »lat“orm detected potentially unwanted software r . Anti
platform detected potentially unwanted software () A - P y ~ TR t rule.description Windows Defender: Antimalware platform detected potentially unwanted software ()
gent
; f i # rule.firedt
(001) - Louis-Machine t rule.nist_800_53 ule.firedtimes 2
. t rule.pci_dss
Location t rule.gdpr V_35.7.d
EventChannel ] ruetse
Rule ID [ timestamp t rule.gpg13 1.2
ule
62123 (Level 12) ¢ rule.groups windows, windows_defender
Today at 11:44 AM t rule.hipaa 164.312.b
¢ rule.id 62123
B I US & :=:=|Iz <« ©
# rule.level 12
Jot something down 5 rlemail e
+ & @ @ [ \9’ t rule.nist_808_53 SI.3, AU.6, SI.4
t rule.pcidss 5.1, 5.2, 18.6.1, 1.4
¢ rule.tse A1.2, €C7.2, CC7.3, CC6.1, CC6.8
B timestamp Nov 6, 2625 & 11:44:49.375



iIntegration configuration
of VlrusTotal W|th wazuh




D @ Wazuh - Wazuh X o VirusTotal integratioc X |° Centralized configur X In (206) Wazuh + Wind X I@ Download Anti Malv X

4° new-channel (Chanr X I + —

< G h-t—t-ps://192.168.‘149.130/app/wazuh#/cverview/?_g=(fiIters:!(),refreshInterval:(pause:!t,vaIue:O),time:{from:now—24h,t0:now))&_az[colu... e {:3 o= J«ﬁ 4

= =
= (O waAzuh.| ~ [ vedues > 1 a
11 Modules
L 11 Management directory s Pending agents Never connected agents
—— = > 2 O
{03 Management > {03 Administration =| Status and reports
Rules Statu-~
() Agents Decoders ~b ster AUDITING AND POLICY MONITORING
CDB lists Statistics
>~ Tools Groups Logs
— & 111 . N > 3 o) .
o Configuration ) Reporting L9 4L  Policy monitoring A\~ System auditing
o | il S v
Verify that your systems are Audit users behavior, monitoring
Security configured according to your command execution and alerting
security policies baseline. on access to critical files.

13l Settings

@ Security configuration
assessment

Scan your assets as part of a
configuration assessment audit.

THREAT DETECTION AND RESPONSE REGULATORY COMPLIANCE



1w} @ Wazuh - Wazuh X o VirusTotal integratio X Io Centralized configur X | @ (206) Wazuh + Winc X | & Download Anti Malv X .‘;l.' new-channel (Chanr X I + =

&< O h—t—t-ps://‘192.168.149.130/app/wazuh#/manager/?tabzconfiguration

Q wqazu h., v Management Configuration

Configuration C Refresh

Main configurations

Name De~ zripuun

Global Configuration slobal and remote settings

Cluster Master node configuration
Registration Service Automatic agent registration service

Alerts and output management

Name Description
Alerts Settings related to the alerts and their format
Integrations Slack, VirusTotal and PagerDuty integrations with external APls

Auditing and policy monitoring
Name Description

Policy monitoring Configuration to ensure compliance with security policies, standards and hardening quides

w

%

Gl 4

Edit configuration




Copy the code from
wazuh website

0 @ Wazuh-Wazuh x @ ViusTotal integratio X | - Centralized configur X | (20 (206) Wazuh + Winc X = Q WGZUh- Ny Management uration
< O h-t-t-ps://?92.168.‘149.130/app/wazuh#/manager/?tab:configuration

= O wdazuh. v Management Configuration < Manager Conﬁguration

Edit ossec.conf of Manager

< Manager Conflguratlon 13 <email notification»no</email potification>
14 <smtp_server>smtp.example.wazyh.com</smtp_server>
. 15 <email_from>wazuh@example.wafuh.com</email_from>
Edit ossec.conf of Manager 16 <email_torrecipient@examplefwazuh.com</email_to>
4 Mailing list: https://groups.google.com/forum/#!forum/wazuh 417 <ema?l_maxper‘hour>12<fema _maxper:‘hour‘>
o P 18 <email log_ sourceralerts flog</email log_source>
6 19 <agents_disconnection_tjMme>1@m</agents_disconnection_time>
7+ <ossec_config> ‘ 20 <agents_disconnection ert_time»0</agents_disconnection_alert_time> ‘
8+ <global> 21 </global>
9 <jsonout_output>yes</jsonout output> 22
10 <alerts_log>yes</alerts_log> 23~ <alerts>
1 <logall>no</logall> 24 <log_alert_level>3k/log_alert_level>
12 <logall_json>no</logall_json> 25 <email_alert level>12</email alert level>
13 <email_notification»>no</email_notification> 26 </aler‘t5; - - -
14 <smtp_server>smtp.example.wazuh.com</smtp_server> 27
15 <email_ from>wazuh@example wazuh.com</email from> . .
16 <email_to>recipientf@example.wazuh.com</email_to> 28~ <1ntegr‘at}on>
17 <email_maxperhour>12</email_maxperhour> 29 <name>virustotal</name>
18 <email log sourcealerts.log</email log source> 30 <api_key>API_KEY</api_key> <!-- Replace with your VirusTotal API key -->
19 <agents_disconnection_time>10m</agents_disconnection_time> 31 <grouprsyscheck</group>
20 <agents_disconnection_alert_time>@</agents_disconnection_alert_time> 32 kalert_For‘ma‘t)j son<falert_format>
21 <fglobal> 33 </integration>
22 34
23+ <alerts> - 3 3
24 <logTalertileve1>3</logialgr‘tilevel> gg <12E:ﬁ2?:1:2E</name>
= </;ﬂii;alert—le"d’12<”E”“1—ale'ﬂt—le"‘ﬂ’ 37 <hook_urlshttps://hooks.slack.con/services,/ TO9QR7ZAHTS/BO9QCDPQ2PI/ zdhwkDtmi EgCUK j@eH20x1iF</hook_url>
37 38 <alert_format>json</alert_format>
28+ <integration> 39 <level>7</level >
29 <name>slack</name> 40 </integration>
30 <hook_url>https://hooks.slack.com/services/T@AQR7Z4AHTS/BO9QCDPQ2P9/zdhwkDtmiFgCUKjBeH2Dx1if</hook_url> A1
31 <alert_format>json</alert_format>
32 <level>7</level>

22 elintaoratinns



Insert the API KEY generated from VirusTotal

= 0 wazuh. v Management Configuration a

¢ Manager configuration G Refresh

Edit ossec.conf of Manager

12 <logall json»no</logall json>

13 <email notification»no</email notification>

14 <smtp_server>smtp.example.wazuh.com</smtp_ server>

15 <email from»wazuh@example.wazuh.com</email from>

16 <email torrecipient@example.wazuh.com</email to>

17 <email_maxperhour>12</email_maxperhour>

18 <email log source>alerts.log</email log source>

19 <agents_disconnection_time>108m</agents_disconnection_time>

20 <agents_disconnection_alert time>8</agents disconnection_a’art time>
21 </global>

22

23~  <alerts>

24 <log_alert_level>3</log_alert_level>

25 <email alert level>12</email alert level>

26 </alerts>

27

28+  <integration>

29 <name>virustotal</name>

30 <api_key>ededdb60d1249937ee7eb74d7ef9e50ba77457F c8e831aa204d5b339037657fck /api_key> <!-- Replace with your VirusTotal API key -->
31 <group>»syscheck</group>

32 <alert format>json</alert format>

33 </integration>

34

35+  <integration>

36 <name>slack</name>

37 <hook_url>https://hooks.slack.com/services/TB9QR7Z4AHTS/B@OQCDPQ2PY/ zdhwkDtmiEgCUKjBeH2Dx1if</hook url>
38 <alert format>json</alert format>

39 <level»7</level>

40 </integration>
A1



Check if VirusTotal has been integrated to wazuh

LJ W@ wazun - Wwazuh

X U Viruslotal integratic. X |

Lentralized contigur. X | (£Ub) Wazuh + Winc X ‘ & Uownload Antl Malv X

&< O h{-t-ps://192.168.149.130/app/wazuh#/manager/?tabzcom‘iguration

= 0

WGZUh. I N I Management

Configuration

v
-—

| [T Modules ::1 Management directory
Config .2
¢8% Management S o3 Administration | Status and reports
incc
Main ¢ Rules Status
Name (§) Agents Decoders Clustar
CDB lists Stat ties
Global Cc ngs
>_ Tools Groups Ly _ 3
Cluster Configuration reporting iion
Registrat -ation service
Security
Alerts a
14l Settings
MName
Alerts

Integrations

Auditing and policy monitoring

Name

Policy monitoring

QOpenSCAP

CIS-CAT

System threats and incident response

Settings related to the alerts and their format

Slack, VirusTotal and PagerDuty integrations with external APIs — 4

Description
Configuration to ensure compliance with security policies, standards and hardening guides
Configuration assessment and automation of compliance monitoring using SCAP checks

Configuration assessment using CIS scanner and SCAP checks

new-cnannel (Lhan X | - —

Qaw Bl L @

C Refresh

& Edit configuration

o

@



VirusTotal has been integrated, We can now download/ run test malicious file

< O h—t—‘eps://‘l92.168.‘149.130/app/wazuh#/manager/?tab=configuration Q vy

= Q wazuh. v Management Configuration

Integrations

Slack, VirusTotal and PagerDuty integrations with external APls

VirusTotal

Get notified when malicious software is found

Filter alerts by this level or above 0
Filter alerts by these rule groupst syscheck

Used format to write alerts json

Slack

Get alerts directly on Slack

Hook URL https://hooks.slack.com/services/TO9QR7Z4HT8/BO9QCI
Filter alerts by this level or above 7

Used format to write alerts json



Visit https://eicar.org /download-anti-malware-testfile/ to download
and run a malicious file to see VirusTotal in action.

v @ Wazuh - Wazuh X o VirusTotal integration - Malwar. X @ (174) How wazuh agent add wii X @ Download Anti Malware Testfilc X i — o X

~ c °5 eicar.org/download-anti-malware-testfile/ 3 a 7 &} &, ‘

a8 {5 Introduction to clou... & SOC Types and Role... QuillBot Al {aa; EndPoint S~curit ' -... e LOg Management -... The Hacker News |... & Cyber Security Webi...  (Qi BrightTALK Cyberse... »
& S S

. +498194998493 CONTACT

*
e | C O r EICAR  ABOUT TEAM NEWS PROJECTS MEMBERSHIP DOWNLOAD ANTI MALWARE TESTFILE Q

using the secure, SSL enabled protocol HTTPS

EICAR.COM EICAR.COM.TXT EICAR.COM.ZIP EICAR.COM-2.ZIP
Com-file 1 Text-file 1 Zip-file 1 Zip-file
68 Bytes 68 Bytes 184 Bytes 308 Bytes

& DOWNLOAD & DOWNLOAD <& DOWNLOAD & DOWNLOAD




q HITUUULLON W Liu... u I Y PES allu nuie... l l LIUNIDUL Al

A Modules

O wazuh.

Total agents

2 1

Active agents

SECURITY INFORMATION MANAGEMENT

SO Security events @ Integrity monitoring

Alerts related to file changes in. 'uc g permissions,
content, ownership and aw. ‘bu s.

Browse through your security alerts, identifying issues
and threats in your environment.

THREAT DETECTION AND RESPONSE

@ VirusTotal

Alerts resulting from VirusTotal analysis of suspicious
files via an integration with their API.

Vulnerabilities

Discover what applications in your environment are
affected by well-known vulnerabilities.

EIE  \iTRE ATTRCK

-

w CHUFLINIL DELUniLy —.

- w LUY widnayerneni ~...

Disconnected agents

1

at:

&

[——=]

w e Malkel INEWS ... Wy WYUETD JELUNILY vwell... W) DHYNLTALN WYLEISE...

Pending agents Never connected agents

0

AUDITING AND POLICY MONITORING

Policy monitoring _m_‘v’ System auditing

Audit users behavior, monitoring command execution
and alerting on access to critical files.

Verify that your systems are configured according to
your secunty policies baseline.

Security configuration assessment

Scan your assets as part of a configuration
assessment audit.

REGULATORY COMPLIANCE

PCIDSS EULI NIST 800-53

National Institute of Standards and Technology Special
Publication 800-53 (NIST 800-53) sets guidelines for
federal information systems.

Global security standard for entities that process, store
or transmit payment cardholder data.

7



»

»

Last 24 hours

vimM B0 0 &80 B3 O QG &S S oo e &0 06 x ¢l&l+ - o
& C © Notsecure https://192.168.149.130/app/wazuh#/agents-preview/?_g=(filters:!(), refreshinterval:(pause:'t,value:0) time:(from:now-24h to:now))&_a=... & v 5} ‘
a8 S Introduction to clou... g SOC Types and Role... ﬂ QuillBot Al Q EndPoint Security -... g Log Management -... @ The Hacker News |... (& Cyber Security Webi... (& BrightTALK Cyberse...
= (O WaAzuh. v | Agents
STATUS DETAILS EVOLUTION
@ Active (1) 2 r @ disconnected
Active Disconnected «wding Mever connected Agents coverage 15 @ active
® Disconnected (1) 1 1 0 50.00% E L
(]

Pending (0)

® Never connected (0)

Agents (1)
() id'=680 and  status=active

D T Name IP address

Last registered agent

virtualMachine

Group(s)

Most active agent

Louis-Machine

Operating system

@ Deploy new agent

Cluster node

001 Louis-Machine 192.168.148.1

default

Microsoft Windows 11 Pro 10.0.26200.7019

node01

Rows per page: 10 ~

06:00 12:00 18:00
timestamp per 10 minutes

G Refresh

Version

vd.7.0

cy Export formatted {3
WQL C Refresh

Status Actions
® active @ 2N
<1 >



= 0N wazuh. v Agents Louis-Machine

Security events I Integrity monitoring SCA Vulnerabilities MITRE ATT&CK More...

= N wazuh. v Modules Louis-Machine Security events @

1D Status IP address ersion Grou Operatil
. ps pe ) Dashboard Events

001 ® active @ 192.168.149.1 Wazuh v4.70 default Mic L

[} v Search
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This report corresponds to an empty file, it can't exhibit malicicus behavior by itself. Learn more.
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Crowdsourced IDS rules © -




Slack also got the alert notification of the flagged malicious activity

= : ) “d  Search Security Analyst

) Direct messages - Unreads @

(1]

Home

@ o Q Finda DM
)

+ Lot s¥ Slackis better when everyone’s here. Add your tean

and get the conversation started.

Add Coworkers

. louis (you) 3mins €
Alert_security: Logon failure - Unknown user or bad

password.

7% ¢ louis Q : X

@ Messages (7 Add canvas +°
[ 62123 (Level 12)

= 1 34 newmessages X
Today at 8:47 PM

L g React @ Reply
8:47 WAZUH Alert

Windows Defender: Antimalware platform detected potentially unwanted software ()

Agent
(001) - Louis-Machine

Location
EventChannel
Rule ID

62123 (Level 12)

Today at 8:47 PM

Alert_security APP 8:56 PM
" WAZUH Alert

Logon failure - Unknown user or bad password.

Agent
(001) - Louis-Machine
B I US & == Iz <«

Jot something down

+ A ® @ ¢



Another Alert............

& G h-t—t-ps:/ﬁ92.168.149.130/app/discover#/?_g:(filters:!(),query:(language:kuery,query:"),refresh|nterval:(pause:lt,vaIue:O),time:(from... Q vy {3 = ‘—l’a z g

I

-

-

-

-

-

-

-

-

I R IR Y

-

Q Discover

data.docker.Action
data.docker Actor. Attributes.container
data.docker Actor.Attributes.execiD
data.docker Actor. Attributes.exitCode
data.docker Actor Attributes.image
data.docker Actor Attributes.license
data.docker Actor. Attributes. maintainer
data.docker. Actor. Attributes.name

data.docker. Actor Attributes. org.label-
schema.build-date

data.docker. Actor.Attributes_org.label-
schema.license

data.docker. Actor Attributes. org.label-
schema.name

data.docker Actor.Attributes_org.label-
schema.schema-version

data.docker. Actor Attributes. org.label-
schema.url

data.docker Actor. Attributes.org.label-
schema.ves-url

data.docker. Actor Attributes. org.label-
schema.vendor

data.docker. Actor Attributes. org.label-
schema.version

data.docker. Actor Attributes.signal
data.docker. Actor Attributes. type
data.docker.Actor.|D
data.docker.from

data.docker.id

data.docker level
data.dockermessage
data.docker.scope
data.docker.status

data.dockertime

~ MNov 6, 2825 @ 15:59:58.638

= Expanded document

Table

JSON

@

Mew Save Open Share Reporting Inspect a @

UdLa. VITUSLU LG L. PETIMELLNK S TILLPS/ FWHW . VATUSLULG L. CUMJ ULy I L1/ 00y /YUy LCilotaoul 41 TdUIUE3tal 86 1 /dud45L0L07/90 130B08E 1 JLUTUED 1 Y0/ UELECLLUIT UdLla. VITUusSLoLaL. scan_udLe: L9L3-11-

B6T14:55:58.638Z @sampledata: true rule.mail: false rule.level: 9 rule.description: VirusTotal: Alert - /tmp/virus/notavirus - 17 engines detected this file

cluster.name: wazuh agent.ip: 47.284.15.21 agent.name: Ubuntu agent.id: 884 manager.name: wazuh-server data.virustotal.malicious: @ data.virustotal.total: @17

data.virustotal.found: 1 data.virustotal.positives: 17 data.virustotal.source.shal: 4bed69e46balc56da72b978@631748d46c4face3 data.virustotal.source.file: /tmp/virus/notavirus
data.virustotal.source.alert_id: 2184926087.4694587 data.virustotal.source.md5: 36de8bceaB38e7d82026e91b6e26c388
data.virustotal.permalink: https: ,ww.virustotal.com/gui/file/589798d92c2c8846bf4ffacfbB3c4f8817ac548262¢78c13ba8ef5cdfba6f596/detection data.virustotal.scan_date: 2825-11-

B6T14:55:58.638Z @sampledata: true rule.mail: false rule.level: 9 rule.description: VirusTotal: Alert - /tmp/virus/notavirus - 17 engines detected this file

esampledata

_index

agent.id

agent.ip

agent .name

cluster.name

data.virustotal.found

data.

data.

data.

data.

data.

data.

data.

data

virustotal.malicious

virustotal.permalink

View surrounding documents  View single document

true
wazuh-alerts-4.x-sample-threat-detection
884

47.284.15.21

Ubuntu

wazuh

https://www.virustotal.com/qui/file/509798d92c2c8846bT4ffactbB3c4T8817ac548262c70c13b88ef5cdfba6f596 /detection

virustotal.positives

virustotal.

virustotal.

virustotal.

virustotal.

wvirnetntal

scan_date

source.alert_id

source.file

source.mds

entirra chal

17
2825-11-86T14:55:58.638Z
2184926807 4694587
jtmp/virus/notavirus

36de8bcead38e7dB820826e91b6e26c388 Snipping Tool

AbnAEOAAEhAT A EEARTIROTAGES 1 FADAALE A AFannd




C | O https//www.virustotal.com/gui/file/509790d92c2c8846bfAffacfb03c4f8817ac548262c70c13b08ef5cdfba6f596/detection

> | o 509790d92c2c8846bf4ffactb03c4f8817ac548262c70c13b08ef5cdfba6f596 A @ -0
C Reanalyze = Similar~~ More
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DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITYSe®

Join our Community and enjoy additional community insights and crowNsguirced detections, plus an APl key to automate checks.

Popular threat label Threat categories trojan  virus  worm Family labels stone lamer  stihat

Security vendors' analysis (0 Do you want to automate checks?
AhnLab-¥3 Alibaba

AliCloud ALYac

Antiy-AVL Arcabit

Arctic Wolf Avast

AVG Avira (no cloud)

Baidu BitDefender
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