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Project 
Deliverable

Wazuh SIEM 
Deployment and  

Agent 
Configuration

Wazuh SIEM 
integration with 

virustotal for threat 
intelligence. 

FIM - File 
Monitoring 

Detection and Alert

Endpoint Threat 
Detection using 

Microsoft defender 
and Wazuh SIEM.



Visit https://documentation.wazuh.com/ to download wazuh

https://documentation.wazuh.com/
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Right click on the wazuh OVA file for installation
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Type “ip add” and click enter, to check the ip address of the VMware.



This is the ip address (192.168.149.130) of the Vmware. Go to your host PC & ping the ip to 
confirm its pinging. Enter the ip address on your host PC browser to open wazuh dashboard



If you cannot access the wazuh dashboard using the ip address, kindly 
manually start wazuh dashboard server, wazuh manager, and wazuh indexer.



Firstly, let us start wazuh manager by typing-in “sudo systemctl start wazuh-manager”



To check if the wazuh manager has started type this command "sudo systemctl status wazuh-
manager" and hit enter key. Once you see these write up, it shows the wazuh is running now.



To start the wazuh dashboard type this command "sudo systemctl start wazuh-dashboard" and hit 
enter key. Once you see these write, it shows the wazuh dashboard is running now.



To check if the wazuh dashboard has started type this command "sudo systemctl status 
wazuh-dashboard" and hit enter key. Once you see “active running”, it shows the wazuh 
dashboard is running now.



To start the indexer, firstly, enter 

"sudo systemctl daemon-reload"
"sudo systemctl enable wazuh-indexer"
"sudo systemctl start wazuh-indexer"



Login with the ip address (192.168.149.130) as in my case and enter the default password 
and username which are both "admin"



Add an Agent (Windows Computer)
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1. Chose the Agent you want to add e.g Windows PC
2. Type-in the ip address of the Wazuh Server e.g 192.168.149.130
3. Name the Agent you want to add e.g  Louis-Machine

4. Open PowerShell in administrative mode as shown in the next 
slide to run No. 4 & 5 command.

5. Click close & go back to wazuh dashboard to see the agent 

READ ME



Search powershell

Type powershell

Run as administrator
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File Integrity Monitoring 
Configuration

[On Windows-Agent in ossec.conf file]



1 2 => Right click 3



View all monitored directories by wazuh.
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The three (3) cases of file integrity check (Modify, Add, & Delete)







File Modification



File Deletion



File Addition



File Monitoring alert message sent to slack channel



Microsoft-Windows Windows 
Defender Configuration
[On Windows-Agent in ossec.conf file]





Restart Wazuh-Server after windows agent configuration
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Linking Wazuh to my 
Slack account, for 

possible alert.



Signup on Slack and create a new workspace



Visit https://docs.slack.dev/messaging/sending-messages-using-incoming-
webhooks/ to generate Webhook Url
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Chose the channel 
you created earlier
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Copy the Webhook URL 
to be used in ossec.conf 



This shows it has 
been created



Wazuh Server configuration: Copy code from the Wazuh website into ossec.conf in wazuh-server 



Open Wazuh-Server to configure slack alert







Visit https://www.eicar.org/download-anti-malware-testfile/  to download Malware test 
file and watch Window Defender trigger alert and send message to wazuh and Slack.

https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/
https://www.eicar.org/download-anti-malware-testfile/


Malware detected & triggered on wazuh, message sent to Slack Channel immediately



integration configuration 
of VirusTotal with wazuh
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Copy the code from 
wazuh website



Insert the API KEY generated from VirusTotal



Check if VirusTotal has been integrated to wazuh
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VirusTotal has been integrated, We can now download/ run test malicious file



Visit https://eicar.org /download-anti-malware-testfile/ to download 

and run a malicious file to see VirusTotal in action. 















Slack also got the alert notification of the flagged malicious activity



Another Alert…………
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