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Web Application Vulnerability

Assessment with Nessus & Qualys, 

including Certificate View.



project objective
The aim of this project is to identify
vulnerabilities in a web application using
NESSUS and QUALYS to scan the web app,
analyze the reports, and recommend a
remediation plan. Additionally, Qualys was
also used for Certificate View, which
provides complete visibility into digital
certificates and their configurations. This
includes on-premises and cloud assets,
enabling SSL/TLS certificate management.



Visit: https://www.tenable.com/downloads/nessus & click on Download 

https://www.tenable.com/downloads/nessus


After download, go to your download folder and run Nessus application, Click next



Installation Cont...



Installation Cont…… Click on “Generate code” and a code will be generated and send to 
your email as provided on the picture at the LHS, copy and paste the code on the provided 

field for the “Activate Code”, then click on “Continue” at the RHS picture.

Click to Generate code



Installation Cont… copy the Activation Code and Click on Download Nessus, and then click on “Skip” at 
the picture at RHS since we have already generated the activation code.



Installation Cont.  After pasting the code, click on “Continue” on the page at RHS and LHS



Installation Cont.. Enter your choice “Username” & “Password”, click “Submit”



Login with your “Username” and “Password” to access Nessus Interface



Click on “Create a New Scan”



From the displayed Scan template, you can chose any area of your interest you want to scan e.g 
Vulnerabilities scanning, Compliance, and Assets Discovery.  But in our case we click on Web App Test.



Web Application Scanning, Using Nessus. Fill-in any name of your choice in the “name” field, 

and Enter the domain name or IP address only, without http:// or https:// into the TARGET field, click save and click Launch



Click on the drop-down arrow to Launch the Scan



Initializing…..



One (1) host, Eleven (11) Vulnerabilities were found, with Failed Authentication



Click on the “VULNERABILITY TAB”  to see all the vulnerabilities in order of criticality.



Click on any of the vulnerability you want to analyze. In our case I clicked on 
the first vulnerability on the scanned result, whose severity is “Medium”





Description of the Vulnerability

The remote web server does not include the X-Frame-Options or the Content-
Security-Policy: frame-ancestors headers in its responses. This omission may 
leave the site vulnerable to clickjacking attacks, where users are tricked into 
clicking elements they can't see, potentially leading to unauthorized actions. X-
Frame-Options is a widely supported browser header developed by Microsoft to 
help prevent such attacks. Content-Security-Policy (CSP) with frame-ancestors is a 
modern, W3C-backed alternative with growing browser support. These headers 
are currently the most effective and detectable automated defenses.
However, false positives may occur if other protections like frame-busting 
JavaScript are used or if the page doesn’t handle sensitive actions.



Solution to the Vulnerability
Return the X-Frame-Options or Content-Security-Policy (with the 'frame-ancestors' 
directive) HTTP header with the page's response. This prevents the page's content from 
being rendered by another site when using the frame or iframe HTML tags.

The Output
The following pages do not use a clickjacking 
mitigation response header and contain a 
clickable event : 
- https://altoro.testfire.net/ 
- https://altoro.testfire.net/feedback.jsp 
- https://altoro.testfire.net/index.jsp
- https://altoro.testfire.net/login.jsp
- https://altoro.testfire.net/search.jsp

Risk Factor: Medium
CVSS v2.0 Base Score: 4.3
CVSS v2.0 Vector: CVSS2#AV:N/AC:M/Au:N/C:N/I:P/A:N

Risk Information

https://altoro.testfire.net/index.jsp
https://altoro.testfire.net/login.jsp
https://altoro.testfire.net/search.jsp


Let us look at the next vulnerability, whose severity is LOW



Description of the Vulnerability

The remote web server contains at least one HTML form field 
that has an input of type 'password' where 'autocomplete' is 
not set to 'off'.
While this does not represent a risk to this web server per se, it 
does mean that users who use the affected forms may have 
their credentials saved in their browsers, which could in turn 
lead to a loss of confidentiality if any of them use a shared host 
or if their machine is compromised at some point.



Solution to the Vulnerability

Add the attribute 'autocomplete=off' to these fields to prevent 
browsers from caching credentials.

The Output

Page : /login.jsp
Destination Page: /doLogin

Risk Factor: Low

Risk Information



WEB APPLICATION SCAN, USING QUALYS





Click on the drop-down arrow at the top LHS, and select “ TotalAppSec” from the appeared list







Click on the drop down at the front of “New Web App” and click “Add New”











Click on the drop-down to chose Vulnerability







Click on “Create Record” and chose “Initial WAS  Options”

















Click on the drop-down and select “view” 



The panel at the LHS of the screen shows detailed overview of the scanned application 
that can be review for more detailed about the scanned Application. Let us start with the 

“Summary”



Summary, Cont…



Statistics Overview of the entire scan.



TruRisk Details



TruRisk Details (Detections) cont..   Click on the “QDS” to have a complete 
overview of the vulnerability





The Scan shows the “THREAT”,  “IMPACT”,  and “REMENDIATION” to the vulnerability



This is a “MEDIUM” Vulnerability, and we will click on the findings & recommendation for 
more details as well.



The Scan shows the “THREAT”,  “IMPACT”, and “REMENDIATION” to the vulnerability



Choosing Between Nessus and Qualys for Web 
Application Scanning

•Nessus is a powerful vulnerability assessment tool 
known for its broad coverage, detailed reports, and 
strong detection of misconfigurations and known 
vulnerabilities. It is flexible, easy to set up, and suitable 
for organizations wanting full control over scans. 
However, it may require more manual configuration for 
web application–specific tests and remediation 
tracking.



•Qualys Web Application Scanning (WAS) is a cloud-based solution with 

deep web app crawling, automated vulnerability detection, and strong 
integration with compliance workflows. It excels in large-scale, continuous 
scanning and integrates well with cloud environments, though it may offer less 
flexibility for highly customized, internal-only testing without proper 
configuration.
Best Choice:
•For comprehensive network and host vulnerability scanning with web app 
checks included, Nessus is ideal.
•For dedicated web application scanning with automation, scalability, and 
compliance tracking, Qualys WAS is the stronger option.



Certificate 
View with 
QUALYS



Visit: https://www.qualys.com/certview/ to sign up









Copy OTP For Activation







Application Upload (http://altoro.testfire.net/)







Two Certificate Discovered, Click On View Details.













Demo.testfire.net Certificate’s details



Same Host Instance









Continuation…



For Listening…
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